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Disclaimer

These materials are subject to change without notice. SAP AG’s
compliance analysis with respect to SAP® software performance
based on FDA Title 21 CFR Part 11: (i) in no way expresses the rec-
ognition, consent, or certification of SAP software by the U. S.
Food and Drug Administration; and (ii) applies to certain com-
ponents of SAP Learning Solution only as stated herein. The
customer is solely responsible for compliance with all applicable
regulations, and SAP AG and its affiliated companies (“SAP
Group”) have no liability or responsibility in this regard. These
materials are provided by SAP Group for informational purposes
only, without representation or warranty of any kind, and SAP
Group shall not be liable for errors or omissions with respect to
the materials. The only warranties for SAP Group products and
services are those that are set forth in the express warranty state-
ments accompanying such products and services, if any. Nothing
herein should be construed as constituting an additional

warranty.
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SUMMARY

Based upon SAP AG’s interpretation of the Part 11 rule and the

functions and features discussed within this document SAP AG

believes that SAP® Learning Solution fully complies with U.S.
FDA Title 21 Code of Federal Regulations (CFR) Part 11.




U.S. FOOD AND DRUG ADMINISTRATION
(FDA) TITLE 21 CFR PART 11 ASSESSNENT

SAP Learning Solution

SAP Learning Solution provides a comprehensive, enterprise-
learning platform that allows you to manage and integrate
business and learning processes —and support all methods of
learning beyond e-learning or classroom training. SAP Learning
Solution is fully integrated with the SAP ERP application and
includes an intuitive learning portal, a powerful learning man-
agement system with an authoring environment to structure
content and author tests, and content management functional-

ity enabling synchronous and asynchronous collaboration.

SAP Learning Solution offers back-office functionality for
competency management and comprehensive assessment for
performance management. It also provides strong analytical
functionalities, including support for ad hoc reporting. The
solution uses a comprehensive learning approach to deliver
knowledge to all stakeholders and tailors learning paths to an

individual’s educational needs and personal learning style.

The document is valid for SAP Learning Solution 3.00 in SAP ERP

2004 and following releases.

FDA Regulations for Training

21 CFR Part 820.25 Personnel QSR

[This section provides quality system regulations (QSR) on
training as follows.]

Each manufacturer shall establish procedures for identifying

training needs and ensure that all personnel are trained to ade-

quately perform their assigned responsibilities. Training shall
be documented. In addition:

1) As part of their training, personnel shall be made aware of
device defects which may occur from the improper perfor-
mance of their specific jobs.

2) Personnel who perform verification and validation activities
shall be made aware of defects and errors that may be en-

countered as part of their job functions.

21 CFR Part 211

[This section provides the following in relation to training.|
211.25a
Training in current good manufacturing practices (cGMP)
shall be conducted by qualified individuals on a continuing
basis and with sufficient frequency to assure that employees
remain familiar with cGMP requirements applicable to
them.
211.34
Consultants advising on the manufacture, processing, pack-
ing, or holding of drug products shall have sufficient educa-
tion, training, and experience, or any combination thereof.

Training shall be documented.

Security

SAP Learning Solution 3.00 in SAP ERP 2004 and following releas-
es are built on top of the SAP NetWeaver® technology platform.
Therefore, all security features of the SAP NetWeaver Application
Server (SAP NetWeaver AS) component are valid for SAP Learn-
ing Solution. For details, please refer to the white paper “U.S.
FDA Title 21 CFR Part 11 Compliance Assessment of SAP
NetWeaver.”

E-Records

FDA Requirement

The FDA requires the ability to log and track changes on business
objects and dependent objects in a compliant software

environment.

The computer solution must provide functionality to log chang-
es, as well as creation and deletion applied to business objects and
depending objects (for example, configuration data). The mini-
mal necessary information the system has to provide is:

Old value of an attribute of the changed business object

New value of this attribute

Person who changed the value

Date and time of change (SAP Learning Solution uses Coordi-

nated Universal Time [UTC] and application server time)

Action (create, modity, delete)
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Change NManagement and Audit Trail in SAP Learning
Solution

According to the FDA requirements for training described before,
personnel development is the area that is critical for GMP com-
pliance and 21 CFR Part 11. Therefore, in SAP Learning Solution,
change documents can be written for all personnel development
objects. In all personnel development tables used by SAP Learn-
ing Solution the data elements are already activated by default
and can be configured by the customer. The report “Display
Change Documents” (RHCDOC_DISPLAY) allows you to report
on the change documents. The report contains all relevant data
asked for by the FDA requirement for electronic records. The
change documents can be archived with the standard archiving
tool in SAP software (transaction SARA).

Digital Signature

SAP Learning Solution offers digital signature functionality
where required by the FDA regulation: The student has to con-
firm his or her participation in a course. The digital signature
software asks the student for user and password information.
The e-signature functionality validates against the back-end user
ID in the SAP ERP Central Component (SAP ECC) component.
So the student needs a user ID for SAP ECC.

SAP Learning Solution provides these reports for digital signature
verification: Participant List (RHTEILN_LSO) and Bookings per Partici-
pant (RHBUCHO0_LSO).

Digital signature functionality is implemented in SAP Learning
Solution using the secure store and forward (SSF) mechanism,

an interface that allows the system supporting SAP software to

protect data and documents using digital signatures and

encryption.

The data is protected even if it leaves the system. It may be saved
independently on data carriers or transmitted over communica-
tion paths without affecting protection. Protection is provided
using an external security product that is available to SAP soft-
ware using the SSF interface. The SSF interface makes use of

Public-Key Cryptography Standards (PKCS).

In the standard delivery of SAP Learning Solution, the interface is
implemented to validate against the back-end user, a business ob-

jectin SAP ECC that collects information on a given learner.

Secure store and forward mechanisms provide you with the
means to secure data and documents in SAP software as indepen-
dent data units. By using SSF functions, you can “wrap” data and
digital documents in secure formats before they are saved on data
carriers or transmitted over (possibly) insecure communication
links. Once you save the data in a secure format in SAP software,
it remains in its secured format even if you export it out of the

system.

SSF mechanisms use digital signatures and digital envelopes to
secure digital documents. The digital signature uniquely identi-
fies the signer, is not forgeable, and protects the integrity of the
data. Any changes made to data after a digital signature is applied
result in an invalid digital signature for the altered data. The digi-
tal envelope ensures the contents of the data are only visible to

the intended recipient(s).

Secure store and forward mechanisms are useful in those applica-
tion areas where an increased level of security exists pertaining
to:
Specific and unique identification of persons or components
(for example, in workflow processes)
Nonrepudiation or proof of obligation (for example, in signing
of paperless contracts)
Authenticity and integrity of data (for example, in saving audit
logs)

Sending or storing of confidential data

By using interfaces in SAP software such as SAP Learning Solu-
tion to connect SSF products, you can replace paper documents
and handwritten signatures with automated processes and digi-
tal documents that are secured with digital signatures and digital

envelopes.



Constraints

Third-Party Security Product

Secure store and forward requires the use of a third-party securi-
ty product to provide its functionality. As the default provider,
we deliver the SAP security library (SAPSECULIB) with SAP soft-
ware. The SAPSECULIB, however, is limited to providing digital
signatures only. For digital envelopes, encryption, or crypto
hardware (for example, smart cards, or crypto boxes), you need
to use an external security product that has been certified by
SAP. For a product to be certified by SAP, it must support the
PKCS #7 Cryptographic Message Syntax Standard. For informa-
tion about products designed for use with SAP software, see the
listing of complementary software offerings at

www.sap.com/partners/directories/index.epx.

Public-Key Infrastructure

To eftectively use the secure store and forward mechanisms dis-
cussed you need to have an established public-key infrastructure
(PKI). The PKI ensures that you can validate and trust the digital
signatures, certificates, and certification authorities (CAs). A PKI
is often, although not necessarily, supported by external security
products available on the market. Although SAP software does
not provide a PKI directly, it does support PKIs provided by vari-

ous security products.

Depending on the security product used, you can establish a PKI
in one of many ways. You may want to create your own PKl and
CA that you link to your customers, or you and your customers
may want to agree on a common trust center. A common trust
center is a third-party instance that both you and your custom-
ers can trust to validate and authenticate your PKI participants.
Using a common trust center can solve many of the currently

open questions regarding the establishment of a PKI.

Compliance of SAP Learning Solution with FDA Title
21 CFR Part 11
The following table summarizes how SAP Learning Solution

complies with each requirement of Part 11.

Part 11
Clause

11.10(a)

SAP Assessment of SAP° Learning Solution

According to FDA regulations for training, good manufacturing
practices (GMP) compliance is necessary to address “training
needs” (personnel development). Change documents can be
written for personnel development objects, and therefore a
complete audit trail is available. The audit trail records are se-
cured from unauthorized access.

11.10(b) All electronic records generated in SAP” Learning Solution are

accurate, complete, and presented in a human readable format.

Electronic records in SAP Learning Solution can be printed or
exported into several industry-standard formats such as Adobe
PDF and XML.

All electronic records can be maintained in the active database
to accommodate all required retention periods even when soft-
ware is upgraded. Access to these records is secured by au-
thorization profiles.

11.10(c)

11.10(d) Robust security administration and authorization profiles assure
system access. You record changes to security profiles in the

SAP NetWeaver® Application Server component.

11.10(e) According to FDA regulations for training, GMP compliance is
necessary to address “training needs” (personnel develop-
ment). Change documents can be written for personnel devel-
opment objects, and therefore a complete audit trail is avail-
able. The audit trail records contain all data demanded by the

regulation and are secured from unauthorized access.

11.10(f) You can control the processing statuses of objects in SAP
Learning Solution using status and workflow management, and
so enforce the proper sequence of operations as required by

the applicable regulation.

11.10(g) SAP NetWeaver Application Server executes authority checks
in conjunction with its robust security administration and autho-
rization profiles to ensure only authorized individuals can ac-
cess the system, electronically sign a record, and access or
perform the operation at hand. SAP NetWeaver Application

Server also records changes to authorization profiles.

11.10(h) Input devices such as terminals, as well as remote logons are
maintained through the same SAP security administration soft-
ware and require authorization profiles for connection to the
SAP ERP application. In addition, SAP ERP manages and con-
trols device checks (for example, device type and device sta-
tus) to verify the validity of the information source via classifica-

tion software in SAP ERP.

11.10(i) The product innovation life cycle for SAP development requires
that all personnel responsible for developing and maintaining
SAP products have the education, training, and experience to
perform their assigned tasks. A wide range of additional educa-
tion and training offerings and regular assessments of individual
training requirements ensure a process of continuous learning
for staff involved in the development and support of all SAP
software.
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11.10()

This clause covers a procedural requirement for customers and
is not related to the functions or capabilities of the computer
system.

11.10(k)

SAP ERP maintains the electronic records (audit trail) for revi-
sion and change control according to clause 11.10(e).

11.30

For open systems, SAP NetWeaver Application Server sup-
ports interfaces with complementary software partners that
supply cryptographic methods such as public-key infrastructure
technology.

11.50(a)

Within SAP Learning Solution, electronic records of electronic
or digital signatures executed within this system contain the
printed name of the signer, the system date and time when the
signature was executed, and the meaning (such as review, ap-
proval, responsibility, or authorship) associated with the
signature.

11.50(b)

Within SAP Learning Solution, the signature records are dis-
played or printed with the associated electronic record.

11.70

Within SAP Learning Solution, electronic signatures are linked
to their respective electronic records. This linking and the elec-
tronic signature cannot be deleted, copied, changed, or
falsified.

11.100(a)

SAP Learning Solution enforces uniqueness and prevents re-
allocation of an electronic signature or deletion of information
related to the signature once it has been used.

11.100(b)

This clause covers a procedural requirement for customers and
is not related to the functions or capabilities of the computer
system.

11.100(c)

This clause covers a procedural requirement for customers and
is not related to the functions or capabilities of the computer
system.

11.200(a)(1)

SAP Learning Solution requires two distinct components - a
user ID and a password - to perform an electronic signature.
By design, SAP NetWeaver Application Server does not sup-
port continuous sessions where only a single component is
necessary subsequent to the first signing.

11.200(a)(2)

This clause covers a procedural requirement for customers and
is not related to the functions or capabilities of the computer
system.

11.200(a)(3)

SAP Learning Solution user- and security-administration func-
tions ensure that the attempted use of an individual's electronic
signature by someone other than the genuine owner requires
the collaboration of two or more individuals.

11.200(b)

SAP NetWeaver Application Server provides a certified inter-
face to biometric devices such as fingerprint and retinal scan-
ning devices. Look for products that have been certified by
SAP in the SAP Service Marketplace extranet.

Implementation of biometric devices for use with SAP Learning
Solution requires a customer-specific implementation.

11.300(a)

SAP NetWeaver Application Server user and security adminis-
tration functions provide the necessary controls to ensure that
no two individuals have the same combination of identification
code (user ID) and password.
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11.300(b) You can configure SAP NetWeaver Application Server to force
users to change passwords at various intervals. It provides
system checks to prevent users from repeating passwords or
using combinations of alphanumeric characters that are includ-
ed in the user ID. You can also invalidate user IDs, for
example, when an employee leaves the company.

11.300(c) This clause covers a procedural requirement for customers and
is not related to the functions or capabilities of the computer
system.

11.300(d) SAP NetWeaver Application Server fulfills this requirement and
behaves as demanded by the requirement.

11.300(e) This clause covers a procedural requirement for customers and
is not related to the functions or capabilities of the computer
system.
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