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1. Introduction 

SharePoint 2013 Introduces support for OData Service Business Data Connectivity (BDC) connections. This 
is in addition to data connections for WCF, SQL Server, and .NET assemblies. The Open Data Protocol 
(OData) is a web protocol that is used to query and update data. OData applies web technologies such as 
HTTP, Atom Publishing Protocol (Atom Pub), and JavaScript Object Notation (JSON) to provide access to 
information from a variety of applications, services, and stores. 

In SharePoint 2013, you must use Visual Studio 2012 to create BDC models SAP NetWeaver Gateway 
OData Service. To make the BDC model creation process smoother, Visual Studio 2012 will be able to 
connect to the SAP NetWeaver Gateway OData Service endpoint through Business Connectivity Services 
and read the SAP NetWeaver Gateway OData Service. Visual Studio 2012 will then automatically generate 
the BDC model based on the available metadata. The BDC model can then be either imported into the 
Business Data Catalog as a farm-scoped external content type, or be included in an app for SharePoint. 
Farm-scoped external content types can be used in external data lists, business data Web Parts, or business 
data in lists anywhere across the SharePoint farm. 

In SharePoint 2013, you can now connect to an external data service by using SAP NetWeaver Gateway 
OData Service. Business Connectivity Services supports Anonymous, Basic, Windows, and Custom 
authentication to OData services when it is used with the Secure Store Service. If you want to apply 
permissions at more discrete levels, use OData connections. 

OData connections provide an easier way to create BDC models that work for both SharePoint 2013 and 
Office 2013 client applications. In SharePoint 2013, you can connect external lists that are surfaced through 
OData to Office 2013 clients and you can work with the data when you are offline. When the Office 2013 
client reconnects, it performs bidirectional synchronization with the OData service. Before SharePoint 2013 
or SharePoint Online can be used as an interface to external data, they must understand what kind of data 
services it is, how to talk to it, and what kind of authentication the external system expects. These items — 
and also which tables to read, which items from those tables are of interest, and which operations to perform 
on them — are all described to Business Connectivity Services in a BDC model.  

Prerequisites 

To develop OData-based external content types, ensure the SharePoint administrator has installed the 
following software. 

1) An instance of SharePoint 2013 
2) Visual Studio 2012 
3) SharePoint development tools in Visual Studio 2012 

4) A published OData service. 

5) A configured SharePoint 2013 App development environment .Refer to the link for information on 
how to set up the APP development environment for SharePoint 2013. 

2. Create an OData-based external content type 

The following steps show how to use Visual Studio 2012 to create an external content type based on an 
OData service:  
 

2.1 Create a new app for SharePoint 

1. Open Visual Studio 2012. 
2. In Visual Studio 2012, create a new App for SharePoint 2013 project, which is located under the 

SharePoint 2013 template node. 
3. Name your project, and choose OK. 
4. To specify the SharePoint settings, enter a name for your app, and the URL of the SharePoint 

2013 server you will be debugging against. 
5. Choose Finish. 

http://msdn.microsoft.com/en-us/library/office/apps/fp179923%28v=office.15%29
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6. After the project is created, you can use the new auto generation tool for OData sources and add 
a BDC model for the SAP NetWeaver Gateway OData Service to your app. 

 
 

2.2 Add a new BDC model 

1. In Solution Explorer, open the shortcut menu for the project, and choose Add, Content types for 
External Data source. 

2. This starts a wizard that will help you discover the selected data source and create the BDC model. 
3. The first page of the wizard is used to collect the URL of the data service. On the Specify OData 

Source page, enter the URL of the SAP NetWeaver Gateway OData Service that you want to 
connect to. The URL should resemble the following:  

a. http:/ Host Name: Port Number / OData Service Name 
4. Choose a name for your OData Service, and then choose Next. 
5. In next wizard a list of data entities that are being exposed by the OData Service appears. Select 

one or more of the entities, and choose Finish. 

2.3 View the structure of the entities 

Notice that Visual Studio created a new folder named External Content Types. Inside that folder, you will find 
a subfolder with the name of your new data source. If you further expand this, you will see an item that 
represents the entity you selected. To view a graphical list of the entities and their types, open the ECT file 
that you want to view. You can also view the XML of the entities by opening the ECT files in an XML editor. 

 

3. Create an external list using an SAP NetWeaver Gateway OData Service in 
SharePoint 2013 

 

The following procedures will show you how to create a new external list, bind it to OData-based external 
content type, and publish to SharePoint 2013 using Visual Studio 2012: 

If you just want to add a simple list to your project that reflects what is in your external content type, you can 
use the Visual Studio 2012 auto generation tools. The list is created when the external content type is 
created. When you select the Create list instances for the selected data entities (except Service Operations) 
check box found in the fifth step of the Create an OData-based external content type (Select the Data 
Entities step), the wizard creates the XML declarations and add new external content types for each entity 
you selected. 

Press F5 to deploy the project, and the new list is also deployed. 

For testing purposes, you may want to modify the AppManifest.xml file so that the starting page of the app is 
the list you just created. You can modify as AppManifest.xml as below 

3.1 Modifying the AppManifest.xml file 

1. Open the AppManifest.xml file using an XML editor. 
2. Find the <StartPage> tag. 
3. Change the value to ~appWebUrl/Lists/Employees. 
4. Save your changes. 
5. Press F5 to deploy the project, and the new list is also deployed. 
6. Open a web browser, and navigate to the new list you created. 
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4. Steps for Create an OData-based external content type & external list using an 
SAP NetWeaver Gateway OData Service with the help of screen shots 

4.1 Create App for SharePoint 

1. Open Visual Studio 2012 and create a new SharePoint 2013 App project. This project template is 
available after installing office developer tools for Visual Studio 2012. 

 
2. Click on Ok 

 
 
 
 

3. In next wizard choose a name for the app and type in the target URL where you like to deploy the 
App. Also choose the appropriate hosting option from the drop-down list. For on promise deployment 
select ―SharePoint-Hosted‖. If you want you can change the URL later by changing ―Site URL‖ 
property of the App in Visual Studio. 
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4. Click on Finish button. 
 

5. This should get you setup with the initial project structure, and you should now have a project that 
looks something like this. 
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To see project properties, select project and Press F4.You can see Project properties as below. 
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4.2 Create an OData-based external content type and to create an external list  

 

Now that we’ve created our initial project, we should add a new external content type.  

1. Right-click your project and choose Add, you can see that there’s a new menu item called ―Content 
Types for an External Data Source…―. Click it: 

 

 

2. In the following wizard, you can enter the SAP NetWeaver Gateway OData Service URL for the 
OData provider you’d like to consume. In my example I’ve used the following SAP NetWeaver 
Gateway OData Service. 

 

 

 

 

http://zimmergren.net/wp-content/uploads/2012/08/image91.png
http://zimmergren.net/wp-content/uploads/2012/08/image91.png
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3. In the next step in the wizard, you get to select for which data entities you want to generate external 
content types. Choose the entities you’d like to work with and continue by pressing Finish: 

Please note that create an external list, you should leave the ―Create list instances for the selected data 
entries (except Service Operations).‖ checked so the tools can create your external list automatically! 

 

 

 

After we’ve completed this step, we can see a few additions in our project in Visual Studio 2012. 
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Visual Studio 2012 created an external content type and external list Instances in our project. 

4. To deploy our solution, hit F5 and make sure that VS2012 deploys your project properly. 
5. Navigate to your site and validate that your new App is properly deployed and showing. 

¶ Navigate to site where app is deployed. 

¶ Click on site contents of your SharePoint site. 

¶ Select your app and click on it. 
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¶ You can access your external list by adding ―App Name/Lists/Your List name‖ in browser. 

  http /  ƛƛƛƛƚ/ App Name/Lists/WorkflowTaskCollection  

¶ External list will be displayed as below. 
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4.3 Explanation about project artifacts in VS2012 

Visual Studio 2012 created an external content type and external list Instances in our project. 

1. To view external content type, select any ect file and open or double click on any ect file. 

It will be shown as below 

 

 

2. To view external list properties, open any list instance file. For example i am opening 
―WorkflowTaskCollection‖ file in project. It will be shown as below. Notice that window displays List 
properties like list Title, URL, Option to display list in quick launch in SharePoint 2013. 

 

 

 

 

 

3. In the newly created List Instances, the following XML has been generated for us in Elements.xml.  

Each list instance contains one Elements.xml. To view Elements.xml, expand WorkflowTaskCollection, open  

Elements.xml. 
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As you can see, the List Instance Data Source node contains information about connecting to our newly 
created BCS entity. 
 
 

 
 
 

4.4 Sample code to link to your external list  

Take the List Instance Url-Parmeter value together with the name of the App and put it in a Hyperlink in the 
Apps default.aspx: 

<%--  The markup and script in the following Content element will be placed in the <body> of 
the page -- %> 

<asp: Content  ContentPlaceHolderID ="PlaceHolderMain"  runat ="server">  

<asp: HyperLink  ID="workFlowList"  NavigateUrl ="/UWLBPM/Lists/WorkflowTaskCollection"  
runat ="server"> Workflow Task Collection </ asp: HyperLink > 

</ asp: Content > 

 

 

 

It will render a link to your external list without the need to change the Url in the browser 

 

4.5 Add OData Filter to your model  

To add an OData Filter, you just need to add a Comparison Filter through the designer 

1. Open ect file and Click into the filter box to ―Click here to add a filter‖ 
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2. In next wizard Select Filter Type and Associated columns, default value 

 

 

3. Ect designer adds filter  as showing below 

 
  



 How to Consume SAP NetWeaver Gateway OData Service in SharePoint 2013 App 

SAP COMMUNITY NETWORK SDN - sdn.sap.com  |  BPX - bpx.sap.com  |  BA - boc.sap.com  |  UAC - uac.sap.com 

© 2011 SAP AG  16  

Deploy the App and navigate to the list: 

 

 

 
 

4.5 Limit filter 

By default a Limit filter is generated which limits the rows retrieved from the server to 100 rows: 

 

Just select the row and right click on the green arrow and click delete in the context menu. 

 

 

http://benredl.files.wordpress.com/2012/12/clip_image016.png
http://benredl.files.wordpress.com/2012/12/clip_image016.png
http://benredl.files.wordpress.com/2012/12/clip_image016.png
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4.6 Paging 

The definition of $skiptoken (http://www.odata.org/media/16352/[ms-odata].pdf) means that we have now 
paging – automatically OOB without any additional definitions! 

 

4.7 Sort Filters 

Sort filter are currently not supported by the ETC-Designer, which means you have to add it in the XML 
(Text) Editor manually.  

  

 

 

 

 

5. Configuring Single Sign-on 

The ssl endpoint on which services are exposed should be from SharePoint Trusted Root Certificate 
Authority (CA). If it is not from well-known CA then you have to trust root cert in SharePoint. Once we import 
certificate into Duet Enterprise 2.0-SharePoint 2013 environment (This import certificate is done already as 
part of Duet Enterprise 2.0 configuration), then we need to create OData Connection setting id for the OData, 
has to be created using PowerShell. 

5.1 Create OData Connection setting id 

In order to connect to the OData service from BCS, a connection setting has to be created in SharePoint 
using a BCS Windows PowerShell command let 

The connection setting contains information required by SharePoint BCS to connect to the OData LOB 

system (SAP NetWeaver Gateway OData Service URI, OData Service Metadata URI, Authentication Mode, 

and Extension Provider). 
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New-SPODataConnectionSetting -Name D71-UWLBPM -ServiceContext 
"http://vmw5081.wdf.sap.corp:10000/" -ExtensionProvider 
"OBA.Server.Canary.ObaOdataServerExtensionProvider, OBA.Server.SSOProvider, 

 

 Version=15.0.0.0, Culture=neutral, PublicKeyToken=71e9bce111e9429c" -AuthenticationMode passthrough 
-ServiceAddressURL "https://vmw4588.wdf.sap.corp:44322/sap/opu/odata/iwwrk/duet_workflow_core/"  

 

 

 D71-UWLBPM is Connection setting Id. You can select any non-exist id 
 http://vmw5081.wdf.sap.corp:10000/ is SharePoint Site Collection URI 
 The assembly mentioned above ExtensionProvider has been developed for Duet Enterprise 2.0 to 

support certs creation for users. 

 Public key token ―71e9bce111e9429c‖ is MS public key token with which assemblies are signed and 

it is same for all landscape’s 

 https://...../sap/opu/odata/iwwrk/duet_workflow_core/ is any valid SAP NetWeaver Gateway OData 

Service 

 

Parameter Name  Description  

Name Connection setting Id should be mentioned in the BCS model 

and should be unique. 

ServiceContext SharePoint Site Collection URI 

ServiceAddressUrl OData Service Address URI. The OData metadata URI is the 

service URI+ $metadata. If the OData Metadata URI is 

different, specify through the parameter MetadataAddressUrl. 

AuthenticationMode The authentication mode to be used while authenticating 

against the OData Service URI. ―Anonymous‖ here indicates 

that BCS does not do any authentication. 

ExtensionProvider Fully qualified assembly name of the OData extension 

provider. This assembly should have been installed in the 

GAC on the SharePoint WFEs. 

 

For more details you can refer blow Windows PowerShell for SharePoint 2013 cmdlets  

Creates a new Business Data Connectivity service connection 

5.2 Configuring the connection in the BCS model 

 

The connection information has to be specified in the BCS model. The BCS runtime uses the connection 
information for invoking the SAP NetWeaver Gateway OData Service. 

To specify the connection information, add the following property in the BCS model by adding it to the LOB 
System and LOB System Instance. 

 

 

https://vmw3819.wdf.sap.corp:44375/sap/opu/odata/sap/Z_PORDER_SRV/
http://technet.microsoft.com/en-us/library/jj219625.aspx
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<LobSystems> 

    <LobSystem Name="BPMAPP-DSN" Type="OData">      

 

        <Property Name="ODataServicesVersion" Type="System.String">2.0</Property> 

        <Property Name="TraceHeader" Type="System.String">SAP-PASSPORT</Property> 

        <Property Name="ODataConnectionSettingsId" Type="System.String">D71-UWLBPM</Property> 

      </Properties> 

      <AccessControlList> 

        ...... 

      </AccessControlList> 

      <LobSystemInstances> 

         <LobSystemInstance Name="D71_duet_workflow_core"> 

 

          <Properties> 

            <Property Name="ODataCustomHeader User-Agent-Test" Type="System.String">Microsoft 
Sharepoint</Property> 

            <Property Name="ODataCustomHeader X-Requested-With" 
Type="System.String">XHttpRequest</Property> 

            <Property Name="ODataCustomHeader X-GW-METERING" 
Type="System.String">SHAREPOINT_DE</Property> 

            <Property Name="ODataServicesVersion" Type="System.String">2.0</Property> 

            <Property Name="ODataFormat" Type="System.String">application/atom+xml</Property> 

            <Property Name="HttpHeaderSetAcceptLanguage" Type="System.Boolean">true</Property> 

            <Property Name="ODataConnectionSettingsId" Type="System.String">D71-UWLBPM</Property> 

          </Properties> 

 

        </LobSystemInstance> 

      </LobSystemInstances> 
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Figure: Modifying properties in BCS model 
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6. Version handling of the SAP NetWeaver Gateway OData Service on the 
SharePoint side 

 

If SAP NetWeaver Gateway OData Service changed either version or properties, then we have to create new 
SharePoint app to consume this new OData service. There is no automatic detection tool is available 
.Developers can create new external content type to consume modified OData service in their development 
environment. 

7. Demo Apps implemented using Duet Enterprise 2.0 

 

With the help Duet Enterprise 2.0 we can implement below Apps in SharePoint 2013 

The main purpose of this document is not showcase how to implement these Apps. To implement this app 
SharePoint programming skill set is required. Any .net Developer/ SharePoint developer can implement this 
kind of beautiful apps with the help object model. 

7.1 Purchase Order Application 

Duet Enterprise 2.0 enables users to manage purchase order (from SAP Enterprise Resource Planning or 
SAP Business Intelligence systems) in SharePoint. To implement this app i consumed, ―z_porder_srv‖ 
OData Service in SharePoint 2013. 

Here are some screen shots of this Purchase order app. 

 

1. You can see this Purchase order app icon in Site Content as below. 
 

 
 

2.  Once you click Purchase order app, Purchase order app is displayed as below. 
3. It loads all purchase orders based on login user as shown below. 
4. We can also implement reports as shown below figure. 
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      Figure:  SharePoint app displaying purchase orders available in Purchase order OData Service 

  

 

5. We can view details of purchase order item from selected purchase order in above table as show in 
below figure. 
 

 

 

    Figure:  SharePoint app displaying purchase order details from selected purchase order  
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7.2 Workflow App 

 

Workflow App gives you the list of workflows for a user from the SAP Backend system. They can take 
actions like accept / reject / forward / reserve or release the workflow tasks. 

 

Here are some screen shots of this workflow app. 

1. Once you navigate to workflow app in SharePoint, home page of workflow app will be displayed as 
shown below. 

 

 

      Figure:  SharePoint app displaying list of workflows from the workflow OData service. 
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2. To apply decision like approve/reject, select check box of workflow item and click on 

 

 

 

Figure:  How to select workflow item in App. 

 

3. Once you select any check box, you can apply decisions by clicking on view details as shown below 
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Figure:  Displaying workflow item decisions in popup window  
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4. You can select multiple workflow items and apply decisions as shown below 

 

 

 

 

Figure:  How to select multiple workflow items in App. 

 

5. Once you select multiple checkboxes, you can apply decisions click on Decisions button .You will get 
one pop window which displays decision actions. 
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Figure:  Apply decisions Approve/Reject. 

 

6. This app also contains Reports. Following graph displays Number of workflow tasks based on priority. 
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Figure: Graph displays Number of workflow tasks based on priority 

 

 

7. Search for content in this app as shown below 

You can type any keyword in search text box as shown below. 
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   Figure:  Search for content in app 
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FAQ’S 

1.  As part of enabling single sign on in consuming OData service  and to create external  content type ,  we   
have to create OData Connection setting id, we have to use following PowerShell command 

 

 

In above command where can we find this OData extension provider 
―OBA.Server.Canary.ObaOdataServerExtensionProvider‖, is there any special purpose of this in Duet 
Enterprise 2.0? 

 

 

[Answer]  From this cmdlet perspective it can be any assembly that satisfies some defined interface. The 
assembly mentioned above has been developed for Duet Enterprise 2.0 to support certs creation for users. 

2. Is Public key token ―71e9bce111e9429c‖ is same for any landscape (For all Duet Enterprise 2.0 
customers)?  

[Answer] That is MS public key token with which assemblies are signed and yes it is same for all 
landscapes 

 

3. Do we need to import certificates related to gateway and users into SharePoint 2013, Is there any 
procedure for this. How many certificate we need to import?  . 

 

[Answer] The ssl endpoint on which services are exposed should be from SharePoint trusted ca. if it is not 
from well-known ca then you have to trust root cert in SP. 

4. How to enable single sing on, once Duet Enterprise 2.0 environment is configured correctly in SharePoint 
2013? 

 

[Answer] 

We have to do following steps for single sign. 

 

i. Import gateway certificate, if it is not already imported. 
ii. We need to create one OData Connection setting using PowerShell command 
iii. Modify properties in ect file of external content type as below in visual studio 2012 

 

 

We need to modify properties in ect file of external content type as shown below 
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Figure: Modify properties in ect file of external content type 

 

 

 

5. If  OData service changed either version or some properties ,Then either we can change related ect file    
metadata properties in visual studio 2012 app or we can create new external content type by deleting ole ect.  

   Is there any automatic tool or procedure available for OData changes to be applied in ECT? 

[Answer] No automatic detection is available 
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Related Content 

How to Install and Configure Duet Enterprise 2.0 

Glossary 

Open Data Protocol (OData)  : The Open Data Protocol (OData) is a Web protocol for querying and 
updating data that provides a way to unlock your data and free it from silos that exist in applications today. 
OData does this by applying and building upon Web technologies such as HTTP, Atom Publishing Protocol 
(AtomPub) and JSON to provide access to information from a variety of applications, services, and stores. 
The external content type is a core concept of Business Connectivity Services (BCS).   

External content type: External content types are reusable metadata descriptions of connectivity 
information and data definitions plus the behaviors you want to apply to a certain category of external data. 
When SharePoint is configured to communicate with the external system, you can use the external content 
types to create the objects like External lists, External Data Columns, Business Data Web Parts, External 
Content Type Picker, External Item Picker, Profile Pages, Custom pages and applications using SharePoint 
2013 programmability options to present the underlying data However, the user does not need to know 
anything about the location of the external data or how to connect to it. 

External list: An External list enables access to data from external systems in the same way that SharePoint 
list data is accessed. External lists use external content types as their data sources. External lists enable you 
to use the metadata that is already defined about an external content type to create a SharePoint list that has 
external data that looks and performs like any other SharePoint list. You can also take external lists offline to 
be used in Outlook 2013. This allows you to work with external data just like native Outlook Item types, such 
as Contacts, Tasks, and Posts, and use the external data in Office client applications. External lists enable 
writing back to the external system if the external system allows it, and if it is modeled accordingly by the 
external content type. This implies that users can edit external data directly from within. Any changes that 
were made to the items in the list are synchronized automatically with the external system. Also by using the 
Refresh data button in the list, you can synchronize and get updated data from the external system 
automatically.  

    SharePoint 2013 Apps: Apps are new to SharePoint 2013 and are different from SharePoint Solutions. 
Apps are Completely Isolated. One app can't talk to another app. This is implemented using special 
SharePoint sites (SPWeb's) we call an AppWeb. When you install an app, SharePoint creates a special 
subsite in the existing site where the app is installed (the AppWeb). This site gets a special URL that looks 
something like this: http://app-bf473b5225nn0f.apps.contoso.com/SomeAppName. We could rewrite that like 
this: http://tenant-APPID1.domain.com/APPID2. APPID1 is a unique string generated by SharePoint for this 
app that was installed in the current site. APPID2 is the ID of the app that is specified by the developer when 
they built the app (you'll find it in the AppManifest.xml file).There is no other way to get to the app except 
through this URL. If you tried to get to it using a relative reference from your HostWeb (the SharePoint site 
where the app was created from, or what you'd think of AppWeb's parent. The primary reason for this is 
isolation... if the AppWeb were in the same domain the app could naturally using JavaScript to call services 
and access data within the site collection it resides in. That could be a sizeable security hole so Microsoft 
elected to stick it in a separate domain, unique to the app, so the app developer couldn't engage in some 
cross site scripting attack.  

For more information please refer Apps for SharePoint overview 

Microsoft SharePoint: Microsoft SharePoint is a Web application platform developed by Microsoft 

Visual Studio 2012: Visual Studio Express 2012 products provide free development tools for creating 
modern applications on the latest platforms.  

For more information please refer visualstudio

http://scn.sap.com/docs/DOC-34014
http://msdn.microsoft.com/en-in/library/fp179930.aspx
http://en.wikipedia.org/wiki/Microsoft
http://www.microsoft.com/visualstudio/eng/downloads



