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Typographic Conventions

Type Style

Description

Example Text

Words or characters quoted
from the screen. These
include field names, screen
titles, pushbuttons labels,
menu hames, menu paths,
and menu options.

Cross-references to other
documentation

Icons

Icon Description

[\ Caution

0 Note or Important

o) Example

(1] Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly as
they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER
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How To Setup Profile Based Authorization In ESR Using Pl 7.1 EHP1PI 7.1 EHP1 EE'

1. Business Scenario

1.1 Introduction

Enterprise Service Repository (ESR) is a central repository for various design time objects and
Software Components Versions. Several users access the ESR for building services and models
based on their business requirements. Many a times a user logging into ESR do not make use of all
the available ESR objects as each user has a different purpose of using ESR.

For example, there may be a situation where ESR is used by users from different projects or modules.
Here, the need for a personalized development environment arises. Capability of restricting users
according to the project requirements also comes in handy. Assigning the user only a small subset of
the ESR objects also helps reducing complexity of the tool.

The following diagram gives an example of different users accessing the ESR objects:

101 101

Executable Business
Processes (BPEL

3 Mapping and Routing [ § 4
ey Enterprise Services |
° R

. w_ Global Data Types

Figure 1. ESR Access by multiple users

SAP NetWeaver Process Integration 7.1 EHP1 provides all of these capabilities. There are a variety of
features which enables the Administrator to manage the access for each user. Also, users can choose
the required object types to work with using Filters which are a part of ESR now. There is also a
provision of providing different kinds of access to different users or roles or groups.

ﬂ Note

The Enterprise Service Repository is also referred as ESR or ES Repository in this
document.
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1.2 Scenario Description
The following scenarios will be discussed in this document:

Scenario 1

There are multiple users in a project who access the ESR. These users come under the following
categories:

1. Administrator (has access to all objects in ESR)
2. Developers (has to be restricted from using some ESR objects)
3. Display Users (has only display authorization for certain ESR objects and not edit permissions)

The users will be restricted also based on Software Components i.e. the users will have access only to
the software components of the current project.

For this scenario, custom Usage Profiles are created in ESR for each of the above mentioned
categories. Users logging into ESR can select any of these profiles according to their requirement.

Scenario 2

There are two users Mark and Ron, who has ESR access. Ron has to be restricted from editing
certain objects for e.g. Service Interface. Ron can view the restricted objects. However, only Mark will
have the authorization to edit the same object.

This can be achieved using Edit Authorization feature in PI.

Scenario 3

The administrator wants to restrain the user from selecting all Usage profiles while logging into ESR.
The user has access only to a few Usage Profiles.

This can be done by combining the two features discussed above.ie Usage Profiles and Edit
Authorization.

Scenario 4

You would like to create an ESR role which gives the user access only to few Software Components
and objects in ESR .i.e. the user should be excluded from accessing few ESR objects

This can be accomplished by creating an ESR User Role and assigning this role to the user.

The user can also be assigned the authorization based on the role assigned to the user .i.e. the Edit
Authorization feature discussed in Scenario 2 can be applied to the user having the newly created
ESR role.

The main aim of these scenarios is to help understand how different usage profiles and user roles can
be created and how usage profiles and roles can be assigned to each user. The edit authorization
feature is also discussed in the document.
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The following graphic depicts the scenario described:

Administrators

Developers, A Display Users
o g iy

Figure 2: ESR Access by multiple users

l] Note

Here the users can be assigned to any of the Usage Profiles depending on their usage of
ESR.

2. Background Information

This guide explains how to control the user access in ESR using Pl 7.1 EHP1 and higher. Primarily
three areas are covered in this document.

1. Filters
2. Authorizations
3. Roles

3. Prerequisites

3.1 Roles

Users with the following roles are available for configuring the scenarios:

1. Administrator

(Include the roles SAP_XI_ADMINISTRATOR_J2EE and SAP_XI_CONTENT_ORGANIZER_J2EE)
2.Developer

(Exclude the roles SAP_XI_ADMINISTRATOR_J2EE and SAP_XI_CONTENT_ORGANIZER_J2EE
and should only have developer rights)
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3.2 Software

This guide makes the following assumptions:
1 SAP NetWeaver Pl 7.1 EHP 1 or higher is installed.

1 The software component version SAP Basis 7.11 or higher content is imported to the
ES Repository.

3.3 Relevant SAP Notes

1313190 - No usage profiles found during login process

4 . Filters

This section covers the usage of Filters in Enterprise Service Repository to simplify the Ul for the ESR
user.

The Enterprise Service Repository provides an option to filter the object types by selecting the arrow
next to the piped symbol Change Filter Settings in the navigation area of the ESR.

NEFnl B8 £& =8 &

L Change Lists 4{

E|ﬂ|.|l}s£ <|a]I[¥][s] [’
4 3 Select Software Component Yersion...

4 @ o Select Object Types... @
= Change Usage Profile...

: g W Group Software Components

y @ Chjects with Invalid References

y 1 | Ty Restore Default

Figure 3: Select Object Types

Using this feature the users can hide the objects according to their individual requirements.
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Figure 4: Choose Object Types

4.1 Usage Profiles

Depending on your requirement you need to choose a usage profile while logging into ESR.Usage
Profiles allows the administrator to define filters for ESR Objects.The advantages of Usage profiles
will be discussed using Scenariol.

ﬂ Note

This guide assumes that SWCVs and some ESR objects like service interfaces and
message types are already available in ESR.

4.1.1 Scenariol ( ESR Access Control using Usage Profiles)
For the scenario description, please refer to Section 1.2.

The user used for configuring the scenario should have Administrator roles (Please refer to Section
3.1.1)

For configuring this scenario three different usage profiles have to be created in the Enterprise Service
repository.

1. Admin_Profile

2. Developer_Profile

3. DisplayUser_Profile

Create Usage Profiles

Log on to the ES Repository with Administrator user. If you are logging on to the ES Builder for the
first time, the Select Usage Profile dialog box is displayed.Select the Unrestricted profile. This profile is
a part of the standard SAP Basis 7.11 content.

For creating the Usage Profile click on New button in the Navigation area of the ES Builder.

ohiect Mavigation Tools  Environmen

DpFpnr BE & ¢
Design Ohjects Change Lists I

- [T (&&= ]a] [F
- @J Local Software Component Yersior
v [ ESR_TEST
P 6 hitpiitestt
P hitpiitest?
b hitpitestd

Figure 5: Create Object

The Create Object dialog box is displayed. Choose Usage Profile under Work Areas node.
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Figure 6: Create usage profiles

Enter the Name Admin_Profile,

SWCYV and Description.Click on Create button.

The Edit Usage Profile window opens.There are different options which helps the user to filter the
SWCVs and objects and choose the Business Modelling Filters.Since this is the Admin_Profile there is

no restriction added to it.
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Figure 7: Edit usage profiles

Click on Save button.
Right click on the Admin profile and Activate it.
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Change Usage Profiles

For changing the Usage profile choose the arrow next to the Change Filter Settings button in the
navigation area of the ESR. Choose Change Usage Profile.

Object Navigation Tools Emwvironment Help

v € 7 Select Software Component Version...
* | 65 Select Object Types...
= Usage Profile...
¥ Group Software Components
Objects with Invalid References

. Restore Default

Figure 8: Change Usage Profiles

The Select Usage Profile dialog box opens.The Admin_Profile created appears in the dropdown
list. Choose Admin_Profile and click on Choose button.

®

Available Profiles *  Admin_Profile (ESR_TEST) ]

Choose | | Cancel |

Figure 9: Select Usage Profile

The user, who chooses this usage profile, will have access to all the ES Repository Objects
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Figure 10: Display available ESR objects

Developer Profile

Similarly create Developer profile.

o
Object Mavigation Tools Enwironment Help
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v

Modeling N .
Interface Objects e
Adapter Ohjects Description
Versionierung

~ Work Areas

@ Software Component Yersion
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=) Usage Profile
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Process Integration Scenario Ohjects 2 usage Profile

Mapping Objects Software Component Version *
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ESR_TEST

3
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Figure 11: Create Developer_Profile

In the Edit Usage Profile window of the Developer_Profile choose any two SWCVs.For this, first the
Allow All Software Component Versions checkbox has to be deselected and Deselect All checkbox

has to be checked.
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Figure 12: Edit Developer_Profile

Go to the Object Types tab. Deselect the Allow All Object types checkbox.

Usage Profile Edit Wiew 7 E W | H=-597 | & @S & B
5 Edit Usage Profile Status Displayed Language |English (0L E
Mame Developer_Profile
Software Component Yersion |[ESR_TEST
Description |Developer Prafile
Filter for Business Modelling |ARIS ESR Connectivity-Filter (EMN) [SWCV: SAP BASIS 7.11] I-|

Cbject Type Mame Wisible Ohject Types |Editab|e Ohbject Types
» [ Process Integration Scenario Objects
» [ Maodeling

» [ Interface Ohjects

b [ Mapping Objects

b [ Adapter Objects

» [ Imported Objects

HEEEEE
= EE(E=

Allow All Object Types

Figure 13: Select Object Types for Developer_Profile

Select few object types and provide both Display and Edit permissions by selecting the Visible Object
types and Editable Object Types checkboxes.
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Usage Profle. Egit view 7 H @ [ =97 | & @8 &

% Edit Usage Profile Status Displayed Language |English
Mame Developer_Praofile

Software Camponent Yersion |ESR_TEST

Diescription |Deve|operF‘roﬁ\e

Filter for Business Modelling |ARIS ESR Connectivity-Filter (EN) [SWCV: SAP BASIS 7.11] @Iv|

Object Type Name Wisible Ohject Types Editable Object Types
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Fault Message Tvpe
Data Type
Data Type Enhancement
External Definition
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~ 3 Mapping Ohjects
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Message Mapping
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Wapping Template
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Figure 14: Select Editable Object Types for Developer_Profile

Click on Save button and Activate the Usage Profile.

Object Mavigation Tools Emdronment Help

* Change Lists of* Admin
v 8 ESR_TEST

» & Standar o 5:07]

Eeject Changes

Figure 15: Activate Developer_Profile
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. )
Change List
Mame * Standard change list
Software Component Version |[ESRE_TEST
Description Change list for activating individually

Objects in Change List
5L

|Type |Name / Mamespace
= Developer_Profile

Activate | | Cancel |

Figure 16: Change List for Developer_Profile

Now change the Usage profile to Developer_Profile by choosing the Change Usage Profile option
Under the Change fllter Settings in the Navigaton Area

Ohject Mavigation Tools Environment Help

Oenl BE <& «=8

Design Ohjects Change Lists Conflicts
& [ [3] [ ]a)i[#][s] [m]

- @ £ Select Software Component Version...

&9 Select Object Types. .

Change Usage Profile...

v Group Software Componants
Ohjects with Invalid References
s Restare Default

v T v v v v

Figure 17: Change Usage profile

=

Available Profiles *  |Developer_Profile (EER_TESTY

i

{ Choose | | Cancel

Figure 18: Select Developer_Profile
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Now go to any object types for which edit permission was provided.for e.g. Service Interface and try
editing the object.The object should be editable.

Object MNawigation Tools Environment Help

DEDa BE I $@E =58

ge Lists | Conflicts 4 o
- — W Serice Interface Edit Yiew Tools GW (il @ l%’ 3|3 2
&[] B ]l =i 2] (5] [m
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- ESR_TEST Mame Test1_sl
b @ hitpuitest! MNamespace hitp:itest1
» @ hitpaitestz Software Component Version 1052939
¥ hitpiitest3 Description
¥ Conflgurations
- mg;ggg m WEDL | Matching Service Interfaces | Classifications
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Testl_SI -
» P Message Types Interface Pattern | Stateless a
» (& Data Types Security Profile Low =]
¥ @ hitpsitest?
" Operations
» @ hitpaitests "
b CERREE I @@‘Bﬂ|‘|§40nemﬂnnmsﬂjl
| |operation Description
Test!_sl Release State |Not Released ]
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Mode Asynchronaus [
@@IEI‘%'@'HM = Context Objects
|Rn\e ‘Type MName }‘
| |Request~ Wessage Type Test1_MT [P~ http:iitestt

Figure 19: Edit Service Interface

Also, click on the Create Object button in the navigation Area.The Create Object dialog box appears.
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:

Figure 20: Create New Object
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As you can observe in the above figure, only the objects for which editable permission was given is
available for creation.All other object types for eg: Process Integration Scenario Objects are not visble
in the dialog box.

Display User profile

The usage profiles, which are already created, are visible under the Configurations node in the
navigation tree.

We can also create usage profiles by right clicking on the Configurations node.

Design Ohjects Change Lists Conflicts

[T @) &&= [F] [s5]

- @1 Local Software Component Yersions
v A ESR_TEST
b hitpaitest
F O hitpoitest?
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 Configuratic
% Devi blewe Strg+H

Figure 21: Create New Usage Profile

The third usage profile to be created is the DisplayUser_prdfile.
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Figure 22: Create DisplayUser_Profile

In the Edit Usage Profile window,select the SWCVs used for the current project.
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Figure 23: Edit DisplayUser_Profile

Go to the Object Types tab.Select only Visible Object Types checkbox for certain objects
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Object Type Name Visible Object Types |Editable object Types
» [ Process Integration Scenario Ohjects O |
» ] Modeling (] O
* 3 Inferface Objects O
Semice Interace O
Message Type O
Fault Message Type O
[2) Data Type O
[2) Data Type Enhancement O
Extetnal Definition O
Context Object O
Ul Text Ofject |
[2) Ul Text Variants O
Process Component O
~ =3 Mapping Objects O
Operation Mapping ]
[B) Messane Mapping O
[2) Function Library O
Mapping Ternplate O
Imparted Archive O
¥ (] Adapter Ohjects (] O
» (1 Imported Objects O O
] Allowe All Ohject Types
-—

Figure 24: Choose Object Types for DisplayUser_Profile

Click on Save button to save the Usage Prdfile.
Activate the Usage Profile.
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Object Mawigation Tools Emironment Help

BEY I E @ =M

C 4 Change Lists r 1
[ 38 [&E]=]a[®])  [m
* Change Lists of* Admin

~ I ESR_TEST

» g Standar

Qpen Strg+0) )

Eeject Changes

Figure 25: Activate DisplayUser_Profile

I
Change List
Mame * Standard change list
Software Component Version ESR_TEST
Descriptian Change list for activating individually

Ohjects in Change List
E

|T\,rpe |Name ¢ MNamespace
% Displaylser_Profile

| Activate | | Cancel |

Figure 26: Change List for DisplayUser_Profile

Now choose the DisplayUser_Profile Usage profile using the Change Filter Settngs

- >Change
Usage Profile option.

Go to any of the available Object Types under this profile.
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D@nn @

Object Nwwgaton Tools Environment Melp

: RuaType Ecz Vew Toos (QH @V S0

Display Data Type (Obfect is ot editable undes current usage peofe) |

» Configurasions

v G ESR_TEST Name Tests_DT
v @& rapamestt Namespace hip Mestt
» (D Service intertates Software Component Version ESR_TEST
b (P Message Types Descripton
v &4 Data Types
Tasti By Classiication 2
» @ rapites? Xt
* & hapimest3 —_— T ]
» Configuraions !_l!_ :_“I'l | : : - 8|
~ 3052039 Name Type Occurrance  Dedault
» @ rapiRestt | = Testt_OT  Complex Type
» B Mapmes tost Erement xsd string 1
» @ hapimesss

Figure 27: Object is not editable under the current usage profile

Busine:

As you can observe in the figure above, the information Object is not editable under current usage
profile appears

Now, click on Create Object icon in the navigation area.

As you can observe only the following objects can be created by a user who has selected the
DisplayUser_Profile.

Object Mavigation Tools Environment Help

Design Ohjects Change Lists Caonflicts 4
ol [= ol [T e s i

v@L

-

Do B8 & «=E &

} Versionierung
» Work Areas

[0 select the type of object to be created

Figure 28: Create New Object under DisplayUser_Profile
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5. Edit Authorizations

This section talks about the Edit Authorization feature available in the ES Repository. This feature is
elaborated using Scenario 2.

ENTERPRISE SERVICE REPOSITORY

Administrator

rﬁ

Edit Authorization

User /Group / Role

SWcCv

Namespace

Folder Execute Report

Figure 29: Edit Authorizations

The Edit Authorization feature can be applied to a SWCV, namespace or a folder.The authorization is
checked based on hierarchy.First the system checks for the authorizations assigned to the folder, then
authorizations assigned to namespaces and software component versions.

You can define authorizations for a user,a group or a role.The user, defining the authorization, should
have Administrator rights.

Exchange Profile Configuration

For making use of the Edit Authorization feature, the exchange Profile parameter
com.sap.aii.ib.server.acl.enable has to be activated.

Goto Administration - >Exchange Profile

Exchange-Profil

[L_Parameter ][ Suchen |[ Importieren |[ Exportieren | [ Sperre zuriicksetzen | | Verbindung |

Parameter IntegrationBuilder

| This property controls if the ACL permissions are checked for that server or not.
b [ AdapterFramework

b (] ApplicationSystem

Name: |c,:m.iap.aii.it.-zer'eracl.eratle |
b (] Connections
S Paraneery
 ( Defaut Wert:
u
- P [ Parameter hinzufigen, anlegen oder loschen

-

(9 IntegrationBudor

P (O] IntegrationBuilder.Directory
» [] IntegrationBuilder.Repository

. Ia com.sap.aii.ib.client. icatis i v

. @ com.sap.aii.ib.client. icati itory

. Ia com.sap.aii.ib.client.

. @ com.sap.aii.ib.clientjnlp.j2se.initialheapsize

. @ com.sap.aii.ib.client.jnlp.j2se. maxheapsize

- @ com.sap.aiiib.client.login.initialContextFactory
. @ com.sap.aii.ib.client.login.languages

- @ com.sap.aiiib.client.properties

* [ com.sap.aiiib.core.docu.repository

- @ com.sap.aiiib.core.sso.enabled

. @ com.sap.aii.ib.server.acl.enable lz‘

Figure 30: Enable ACL property in Exchange Profile
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5.1 Scenario 2 (Editing Authorization for Users)

For the scenario description, please refer to Section 1.2.
This scenario showcases how users can be restricted based on authorizations provided to them.
Login to the ES Repository with Administrator user.

Object Mavigation Tools Environment Help

Dl B8 && =53 &
Design Ohjects Change Lists i Conflicts 4

& [ ] [#ls]=lal i [F] [s] [
- :@ Local Software Component Wersions
~ I ESR_TEST
* [ hitpoitest
~ ¢ Geric| Mew Strg+h
Testt | Create Folder
4 Mess: Open Mamespace Definitions
YdhData T punor
> @ hitpitests
b [ Test2]
b oy Data T,

.

Edit Authorizations...
Classification

Figure 31: Edit Authorization for the namespace

Choose menu option Tools -> Default Settings for Authorizations if you want to edit
default settings.

Right click on your namespace and select Edit Authorization option in the context menu. The default
settings for authorizations will be displayed in the Authorizations dialog box.Click on the Insert New
Authorization icon to add new authorizations.

In the Type column select User .In the Name column choose the user name(Mark) for whom the
authorization has to be assigned.In the Permissions column dialog box, and provide both Edit
Authorizations (gives permission to modify the authorizations assigned) and Write ( gives
permissions to create,modify and delete objects) permissions to the user

.’D }:‘
Authorizations - (Local)
BB O EE |3
Type Mame Authorizations |
| |User Mark |j|-
K] =
_Sexch Resufl -
ﬂ. Search l
|Elovject +
[¥] Edit Authorizations
[+] write

[ cancel

Cancel

Figure 32: Select Authorizations
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o =

Authorizations - (Local)

B EEIE

|Tvpe |Name Autharizations
| user Mark Wirite, Edit Authorizations

| Applyl | Cancel |

Figure 33: Edit Authorizations dialog box

Click on Apply button.

Now Login with the second user Ron.
0 Note

This user should not have Administrator rights.

[¥] _ =E

" L]
ENTERPRISE SERVICES BUILDER w

Benutzername *  Ron

Kennwor * srans --|

| Beenden I | Cptionen

Copyrighl 2002-2007 SAP AG. All rights resened

Figure 34: Log on to ES Repository

When this user tries to Edit any object under the namespace to which Edit Authorization was given,
the following message appears:

Insufficient authorization to change the object
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Qoiett pMavgadon Tool Ervieenmant Help

DED0 8 <@ +«+0 &
> r. e

! 4 .
T IECDIGICEO Serkcoltinice Bt Yo Toos YE AT Hes¥ 208
v @ Lochl Sotare Componeed Versions (B Disphay Service interface Stabus  Acve Dvsplaved La
G EBR_TEST Name Tostt_ 81
» Mooeing Namespace g ittt
~ (& reptestt Sotware Cemgonsrt Versien  ESR_TEST
* (D Senice wrfaces Descrgton
» €D Messape T InSUBOent SN 12 Change Oect S
» & Dita Types avmages [y —
b @ raen Category
» @ heoests
» Corfipurasons ierdaco Pasem
» imponed Otjects Prodie
éMmman Rec
» CAN52839 Oper aticny. X
» (2 CAS_EOU_CORE of cas w9 EE, NS (o]
» 2008 5 " Descrigtion
» 12 MDHLA of 25 89 Opeeston, - — =
) © souTe Test s Refease State /1 )
Aniteses
Opecation Padem |1/ 3
Mace )
| Messages R
BRI [-]-] [X[0a] [« comones | " :
[Rele. e iName_ Namaspace
[nequest- M350 Tyoe Testt M res s

Figure 35: Edit Service Interface: Insufficient authorization to change object

But if the first user Mark logs in to ESR

SAP NetWeaver
ENTERPRISE SERVICES BUILDER

Benutzermname * | Mark
Kennwort * |sssaseal

[_anmeiden | | Beenden | | Optionen |

Copyright 2002-2007 SAP AG. Al rights reserved,

Figure 36: Log on to ES Repository

The same object can be edited with this user.

September 2010

20



How To Setup Profile Based Authorization In ESR Using Pl 7.1 EHP1PI 7.1 EHP1

Object Nawigation Tools Environment Help

Ozoa D@ =50 &

Change Lists . Conflicts

&[] [ x[w]a)i[F]i[s]

1 Serice Interface  Edit  View Tools

lib

PEOQOD BHe=P 008

A

~ & Local Sofware Component Yersions

» F DD36S34
b B D043215
b B D046426
> DD48238
b [ D046746
» GF D051719
» D052821_CSiegner il
¥ 3 ECS_coBPM_ALERT_SAMPLE_SCENARIO
» GHEGLY
~ P ESR_TEST

F Modeling

~ @ hitp:itest]

~ (@ senice Interfaces

iin|

Testl_S|
3 Message Types
¥ o Data Types
b @ hitpoiftest2
» €@ hiipiiftest3
» Configurations
¥ Imported Ohbjects
» ETL_ADAPTER of sapipnrig
b B 1052939
b &3 WDM eb Services
b £33 Models
¥ G SAP MONI
> SC_Dermo_y
b 3 Siemens_ESR_Workshop

@ Edit Senvice Interface

i}

Interface Pattern  Stateless

Security Profile

i}

Low

Operations
| |[<[=]) [ [ge] Operation Testt_s1
1 Operation Deseription
[Test1_8I Release State Mot Released B
Attributes

i}

Operation Pattern  |Normal Opetation

Status  [Active Displayed Language  |English tOL)¢
Marme Test1_sI
Mamespace hitp:/Mest!
Software Component Yersion ESR_TEST
Description
AT WSDL | Matching Service Interfaces | Classifications
Attributes
Category outhound &

b g test

= — =

5.2

Figure 37: Edit Service Interface

Inherit Selective authorizations

For inheriting authorizations assigned to the objects at a higher level,

Mode Asynchronous 5]
‘| Messages
[T (][] [ coviones ]
JRU\E |Type Mame 1
Reguest * Message Type Test1_MT [T~ http:itestd [md

right click on the folder or

namespace for which you want to inherit authorization and select Edit Authorization from the context

menu.

Qhject

Mawigation  Tools  Environment

Help

Ceml B8 SE@ &«=5E &

1 Ohbjects

Des Change Lists
& [FH 6] [Ele[a) [#] [s]  [m)
- @1 Local Software Component Yersions
- [ ESR_TEST

F § hitpitestt

5 hitpitest?

* @ hitpuitest™
I ey

Conflicts 4

.

Strg+M

~ Y Test] —
| Create Folder
BE T
P Configuratio] 2Pen Mamespace Definitions
b G 1052939 Export...
Edit Authorizations. .

Classification

Figure 38: Edit Authorizations
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®
Authorizations - (Local)

2EaEE]

JT‘IDE ; |N’-W_ﬂ=' — |-‘-‘-,uthnrizatinns
" Role  LnhertSelective Authorizations L. Edit Authorizations

| Apphy | | Cancel |

Figure 39: Inherit Selective Authorizations

Click on Inherit Selective Authorizations icon.Select the Authorizations required in the Select Selective
Authorizations dialog box.

44 2
Aathorizations - (Inberited)
-
Type Hame fuhorizations [
|usar Pam Wiite, Execute Reporl, Edil Authorizations
Group Authenticaled Ligers Wiribe, Execub Repor, Edit Authonzations
K] B
Search Resull
Bl | Search [_]
Objar:i ;
| Authenlicatad Usars - Group - Wiite, Execubs Repor, Edil Auhorzations
[ Pam - Usgor - Wirite, Exocute Repor, Edit Authorzations

Figure 40: Select Selective Authorization
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.-E "

Authorizations - (Local)

BE[F[E 3

]_Tvpe ]_Name ]_Authnrlzatlnns
|:|Grnup Authenticated Users Wirite, Execute Report, Edit Autharizations

pphy Cancel

| Apply Entries |

Figure 41: Apply Edit Authorizations

Click on Apply button

5.3 Propagate authorizations to all Substructures

To propagate the authorizations assigned to the objects at a higher level, to all the substructures, right
click on the folder or namespace and select Edit Authorization from the context menu.

Dhject Mavigation Toaols Environment Help

O "ﬂ BE £E &=a3E &

Objects Change Lists ;| Conflicts 4
j||ﬂ|.| Sl&lelal[®]i[s] (=]
- @ Laocal Software Component Versions
v [ ESR_TEST
@ httpitest
b @ httpoitest2
@ hitpites
~ O Test:
BT
b Configuratio] 2pen MNamespace Definitions
b [ 1052939 Export...
Edit Authorizations. .
Classification

b

T ey Strg+h
Create Folder

Figure 42: Edit Authorizations
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Figure 43: Propagate All authorizations to Substructures

Click on the Propagate All Authorization to Substructures icon.

5.4 Scenario 3 (Edit A uthorization for Usage Profiles)

In Scenario 1, you had seen how to restrict access using Usage Profiles. But, in this case, any user
can change to a different usage profile and access the ESR objects. To avoid this, in Scenario 3, the
Edit Authorization option will be applied to Usage Profiles. In this way user can be controlled from
changing to Usage Profiles which are restricted for him/her.

For the scenario description, please refer to Section 1.2.
Administration Settings
To delete the default usage profiles assigned to a user, go to Administration->User Profiles

Select your user and click on Remove button.

Figure 44: Administration Personalization Information
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