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1. Business  Scenario  

1.1   Introduction  

Enterprise Service Repository (ESR) is a central repository for various design time objects and 

Software Components Versions. Several users access the ESR for building services and models 

based on their business requirements. Many a times a user logging into ESR do not make use of all 

the available ESR objects as each user has a different purpose of using ESR.  

 

For example, there may be a situation where ESR is used by users from different projects or modules. 

Here, the need for a personalized development environment arises. Capability of restricting users 

according to the project requirements also comes in handy. Assigning the user only a small subset of 

the ESR objects also helps reducing complexity of the tool. 

 

The following diagram gives an example of different users accessing the ESR objects: 

 

 

Figure 1: ESR Access by multiple users 

 

SAP NetWeaver Process Integration 7.1 EHP1 provides all of these capabilities. There are a variety of 

features which enables the Administrator to manage the access for each user. Also, users can choose 

the required object types to work with using Filters which are a part of ESR now. There is also a 

provision of providing different kinds of access to different users or roles or groups. 

 

    Note 

The Enterprise Service Repository is also referred as ESR or ES Repository in this 

document. 
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1.2   Scenario Description  

 

The following scenarios will be discussed in this document: 

 

Scenario 1 

There are multiple users in a project who access the ESR. These users come under the following 

categories: 

1. Administrator    (has access to all objects in ESR) 

2. Developers    (has to be restricted from using some ESR objects) 

3. Display Users   (has only display authorization for certain ESR objects and not edit permissions)  

The users will be restricted also based on Software Components i.e. the users will have access only to 

the software components of the current project. 

 

For this scenario, custom Usage Profiles are created in ESR for each of the above mentioned 

categories. Users logging into ESR can select any of these profiles according to their requirement. 

 

Scenario 2 

There are two users Mark and Ron, who has ESR access. Ron has to be restricted from editing 

certain objects for e.g. Service Interface. Ron can view the restricted objects. However, only Mark will 

have the authorization to edit the same object. 

 

This can be achieved using Edit Authorization feature in PI. 

 

Scenario 3 

The administrator wants to restrain the user from selecting all Usage profiles while logging into ESR. 

The user has access only to a few Usage Profiles. 

 

This can be done by combining the two features discussed above.ie Usage Profiles and Edit 

Authorization. 

 

Scenario 4 

You would like to create an ESR role which gives the user access only to few Software Components 

and objects in ESR .i.e. the user should be excluded from accessing few ESR objects 

 

This can be accomplished by creating an ESR User Role and assigning this role to the user.  

 

The user can also be assigned the authorization based on the role assigned to the user .i.e. the Edit 

Authorization feature discussed in Scenario 2 can be applied to the user having the newly created 

ESR role. 

 

The main aim of these scenarios is to help understand how different usage profiles and user roles can 

be created and how usage profiles and roles can be assigned to each user. The edit authorization 

feature is also discussed in the document. 
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The following graphic depicts the scenario described: 

. 

 

Figure 2: ESR Access by multiple users 

 

 Note 

Here the users can be assigned to any of the Usage Profiles depending on their usage of 

ESR. 

 

2. Background Information  

 

This guide explains how to control the user access in ESR using PI 7.1 EHP1 and higher. Primarily 

three areas are covered in this document. 

1. Filters 

2. Authorizations 

3. Roles 

 

3. Prerequisites  

3.1   Roles  

Users with the following roles are available for configuring the scenarios: 

1. Administrator  

(Include the roles SAP_XI_ADMINISTRATOR_J2EE and SAP_XI_CONTENT_ORGANIZER_J2EE) 

2.Developer  

(Exclude the roles SAP_XI_ADMINISTRATOR_J2EE and SAP_XI_CONTENT_ORGANIZER_J2EE 

and should only have developer rights) 
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3.2   Software  

This guide makes the following assumptions: 

¶ SAP NetWeaver PI 7.1 EHP 1 or higher is installed. 

¶ The software component version SAP Basis 7.11 or higher content is imported to the 

ES Repository. 

3.3   Relevant SAP Notes  

1313190 - No usage profiles found during login process 

 

4. Filters  

This section covers the usage of Filters in Enterprise Service Repository to simplify the UI for the ESR 

user. 

The Enterprise Service Repository provides an option to filter the object types by selecting the arrow 

next to the piped symbol Change Filter Settings in the navigation area of the ESR. 

 

Figure 3: Select Object Types 

Using this feature the users can hide the objects according to their individual requirements. 
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Figure 4: Choose Object Types 

4.1   Usage Profiles  

 

Depending on your  requirement you need to choose a usage profile while logging into ESR.Usage 

Profiles allows the administrator to  define filters for ESR Objects.The advantages of Usage profiles 

will be discussed using Scenario1. 

 Note 

This guide assumes that SWCVs and some ESR objects like service interfaces and 

message types are already available in ESR.  

4.1.1  Scenario 1 ( ESR Access Control using Usage Profiles)  

 

For the scenario description, please refer to Section 1.2. 

 

The user used for configuring the scenario should have Administrator roles (Please refer to Section 

3.1.1) 

For configuring this scenario three different usage profiles have to be created in the Enterprise Service 

repository. 

1. Admin_Profile      

2. Developer_Profile     

3. DisplayUser_Profile    

 

Create Usage Profiles 

 

Log on to the ES Repository with Administrator user. If you are logging on to the ES Builder for the 

first time, the Select Usage Profile dialog box is displayed.Select the Unrestricted profile.This profile is 

a part of the standard SAP Basis 7.11 content. 

 

For creating the Usage Profile click on New button in the Navigation area of the ES Builder. 

 

 

Figure 5: Create Object 

The Create Object dialog box is displayed. Choose Usage Profile under Work Areas node. 
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Admin_Profile 

 

 

Figure 6: Create usage profiles 

Enter the Name Admin_Profile, SWCV and Description.Click on Create button. 

The Edit Usage Profile window opens.There are different options which helps the user to filter the 

SWCVs and objects and choose the Business Modelling Filters.Since this is the Admin_Profile there is 

no restriction added to it. 

 

 

Figure 7: Edit usage profiles 

 

 

Click on Save button. 

Right click on the Admin profile and Activate it. 
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Change Usage Profiles 

 

For changing the Usage profile choose the arrow next to the Change Filter Settings button in the 

navigation area of the ESR. Choose Change Usage Profile. 

 

  

Figure 8: Change Usage Profiles 

 

The Select Usage Profile dialog box opens.The Admin_Profile created appears in the dropdown 

list.Choose Admin_Profile and click on Choose button. 

 

 

Figure 9: Select Usage Profile 

 

The user, who chooses this usage profile, will have access to all the ES Repository Objects 
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Figure 10: Display available ESR objects 

Developer_Profile 

Similarly create Developer profile. 

 

Figure 11: Create Developer_Profile 

 

In the Edit Usage Profile window of the Developer_Profile choose any two SWCVs.For this, first the 

Allow All Software Component Versions checkbox has to be deselected and Deselect All checkbox 

has to be checked. 
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Figure 12: Edit Developer_Profile 

 

Go to the Object Types tab. Deselect the Allow All Object types checkbox. 

 

Figure 13: Select Object Types for Developer_Profile 

 

Select few object types and provide both Display and Edit permissions by selecting the Visible Object 

types and Editable Object Types checkboxes. 
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Figure 14: Select Editable Object Types for Developer_Profile 

 

Click on Save button and Activate the Usage Profile. 

 

Figure 15: Activate Developer_Profile 
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Figure 16: Change List for Developer_Profile 

 

Now change the Usage profile to Developer_Profile by choosing the Change Usage Profile option 

Under the Change fIlter Settings in the Navigaton Area 

 

 

Figure 17: Change Usage profile 

 

 

Figure 18: Select Developer_Profile 
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Now go to any object types for which edit permission was provided.for e.g. Service Interface and try 

editing the object.The object should be editable. 

 

 

Figure 19: Edit Service Interface 

 

Also, click on the Create Object button in the navigation Area.The Create Object dialog box appears. 

 

 

Figure 20: Create New Object  
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As you can observe in the above figure,  only the objects for which editable permission was given is 

available for creation.All other object types for eg: Process Integration Scenario Objects are not visble 

in the dialog box. 

 

Display User profile 

 

The usage profiles, which are already created, are visible under the Configurations node in the 

navigation tree. 

We can also create usage profiles by right clicking on the Configurations node. 

 

 

Figure 21: Create New Usage Profile 

 

The third usage profile to be created is the DisplayUser_profile. 

 

 

Figure 22: Create DisplayUser_Profile 

 

In the Edit Usage Profile window,select the SWCVs used for the current project. 
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Figure 23: Edit DisplayUser_Profile 

 

Go to the Object Types tab.Select only Visible Object Types checkbox for certain objects 

 

Figure 24: Choose Object Types for DisplayUser_Profile 

 

Click on Save button to save the Usage Profile. 

Activate the Usage Profile. 
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Figure 25: Activate DisplayUser_Profile 

 

 

Figure 26: Change List for DisplayUser_Profile 

 

Now choose the DisplayUser_Profile Usage profile using the Change Filter Settngs - >Change 

Usage Profile  option.  

Go to any of the available Object Types under this profile. 
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Figure 27: Object is not editable under the current usage profile 

 

As you can observe in the figure above, the information Object is not editable under current usage 

profile appears 

Now, click on Create Object icon in the navigation area. 

As you can observe only the following objects can be created by a user who has selected the 

DisplayUser_Profile. 

 

 

Figure 28: Create New Object under DisplayUser_Profile 
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5. Edit Authorizations  

This section talks about the Edit Authorization feature available in the ES Repository.This feature is 

elaborated using Scenario 2. 

 

 

Figure 29: Edit Authorizations 

The Edit Authorization feature can be applied to a SWCV, namespace or a folder.The authorization is 

checked based on hierarchy.First the system checks for the authorizations assigned to the folder, then 

authorizations assigned to namespaces and software component versions. 

You can define authorizations for a user,a group or a role.The user, defining the authorization, should 

have Administrator rights. 

 

Exchange Profile Configuration 

For making use of the Edit Authorization feature, the exchange Profile parameter 

com.sap.aii.ib.server.acl.enable has to be activated. 

Goto Administration - >Exchange Profile  

 

Figure 30: Enable ACL property in Exchange Profile 
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5.1   Scenario  2 (Editing Authorization for Users)  

For the scenario description, please refer to Section 1.2. 

This scenario showcases how users can be restricted based on authorizations provided to them. 

Login to the ES Repository with Administrator user. 

 

  Figure 31: Edit Authorization for the namespace 

 

Choose menu option Tools - > Default Settings for Authorizations  if you want to edit 

default settings. 

Right click on your namespace and select Edit Authorization option in the context menu. The default 

settings for authorizations will be displayed in the Authorizations dialog box.Click on the Insert New 

Authorization icon to add new authorizations. 

 In the Type column select User .In the Name column choose the user name(Mark)  for whom the 

authorization has to be assigned.In the Permissions column dialog box, and provide both Edit 

Authorizations  (gives permission to modify the authorizations assigned) and Write ( gives 

permissions to create,modify and delete objects) permissions to the user 

 

  Figure 32: Select Authorizations  
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Figure 33: Edit Authorizations dialog box 

 

Click on Apply button. 

 

Now Login with the second user Ron. 

 Note 

This user should not have Administrator rights. 

 

 

Figure 34: Log on to ES Repository 

 

When this user tries to Edit any object under the namespace to which Edit Authorization was given, 

the following message appears:  

 

Insufficient authorization to change the object 
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Figure 35: Edit Service Interface: Insufficient authorization to change object 

 

But if the first user Mark logs in to ESR 

 

Figure 36: Log on to ES Repository 

 

The same object can be edited with this user. 
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Figure 37: Edit Service Interface 

5.2   Inherit Selective authorizations  

For inheriting authorizations assigned to the objects at a higher level, right click on the folder or 

namespace for which you want to inherit authorization and select Edit Authorization from the context 

menu. 

 

 

Figure 38: Edit Authorizations 
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Figure 39: Inherit Selective Authorizations 

 

Click on Inherit Selective Authorizations icon.Select the Authorizations required in the Select Selective 

Authorizations dialog box. 

 

 

Figure 40: Select Selective Authorization 
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  Figure 41: Apply Edit Authorizations 

 

Click on Apply button 

5.3   Propagate authorizations to all Substructures  

To propagate the authorizations assigned to the objects at a higher level, to all the substructures, right 

click on the folder or namespace and select Edit Authorization from the context menu. 

 

 

Figure 42: Edit Authorizations 
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    Figure 43: Propagate All authorizations to Substructures 

Click on the Propagate All Authorization to Substructures icon. 

5.4   Scenario  3 (Edit A uthorization for Usage Profiles)  

In Scenario 1, you had seen how to restrict access using Usage Profiles. But, in this case, any user 

can change to a different usage profile and access the ESR objects. To avoid this, in Scenario 3, the 

Edit Authorization option will be applied to Usage Profiles. In this way user can be controlled from 

changing to Usage Profiles which are restricted for him/her. 

 

For the scenario description, please refer to Section 1.2. 

Administration Settings 

To delete the default usage profiles assigned to a user, go to Administration->User Profiles 

Select your user and click on Remove button. 

 

Figure 44: Administration Personalization Information 
































