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Introduction

Adobe Document Service is the function provided by SAP to increase the document handling capability of
SAP NetWeaver AS. Adobe Document Services allows SAP Applications both ABAP and JAVA, to take
advantage of the full range of capabilities Adobe Acrobat Professional, Standard and Adobe Reader. With
these functions the customers were able to
¢ Create and deploy interactive forms that look exactly like their paper counterparts
Work with forms in online and offline scenarios
Annotate PDF documents and collaborate on PDF document reviews
Generate dynamic PDF documents from data contained in the SAP system
Capture data using forms and import that data directly into the SAP system
Allow users to digitally sign PDF documents
Embed other file formats inside PDF documents as attachments

1. Checking the IIOP Service and the Startup Properties

After installation of Adobe Document Services, specific settings were to be checked in the central host. If
these settings were not adopted it's required to make this manually

Procedure:
Start Configuration tool of AS JAVA. From windows this will be started form the path

/usr/sap/<SAPSID>/<instance_name>/j2ee/configtool.bat

1.1 Check if the startup mode of the service iiop is set to always
o Navigate through Cluster data — Global dispatcher configuration — Services
and Select service iiop

o Make sure that the field startup mode in the right frame should be set to Always. If it's not true
apply the value always and apply changes.

g;’-Z‘SAP J2EE Engine - Config Tool

File Server

EEIDEIC0IE
= o clucter-data
=) ls'E Global dispatcher configuration
+ B managers

= i senices ;
4 quminadapter b Key Custom value \ Defaultvalue \

B hasicadmin | [port 3333
£ plassload o | ssl_socket w0t

4 configuration Restare all to default
£ bty ;

Startup mode: | always -

Global properties

Q‘ hitptunneling

Liop

Q‘ jms_provider
jmx

¢ Navigate th.rough Cluster data — Global dispatcher configuration — Services and select service
iiop.

o Make sure that the field startup mode in the right frame should be set to Always. If it's not true

apply the value always and apply changes.
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§1¥SAP JZEE Engine - Config Tool

File Server

EIC]

[w]e] [w]e] [

=] Glol

+ B managers
= g services

bal server configuration

£ cuL

4 DOE

4 WigrationService
4 adminadapter

4 appclient

4 applocking

4 apptracing

M pasicadmin

4 piemmr-deployer
4 Lafepu~ce~agi

M caf-gU~Br~SENVice
43 car~eu~gp-mail~ct
4 caf~eu~gp~madel
4 caf~eu~odi~mnuact
4 caf~runtime~connectivity~impl
4 caf~urm~metadata~irp

4 cafeum~relgroups-imp

4 classload

’Jg" classpath_resolver

’Jg" com.adobe~DataManagerSeryi
4 com adobe~DocumentServices| -
@' com.adobe~DocumentSerices
4 com.adobe~DocumentSenices!
4 com.adobe~DocumentSenices!
4 com.adobe~ForManagerSenc

4 com.adobe~LicenseSenice
’Jg" com.adobe~PDFManipulation
’Jg" com.adobe~TrustManagerSe|
’Jg" com.adobe~XMLFarmService
4 comn.sap.portal.ped.gl
’Jg" com.sap.poral.prt.sapjZee
’Jé‘ COMm.5ap.security.core.ume.se
4 configuration
4 connector

tross
4 dbpool
4 deploy

dsr
4 i
4 failover
£ filg
4 nttp
4 fiiop
4 javamail
4 jrns_pravider
4 jrmsconnector
G jrrwc
4 jrx_notification
4 keystore
4 |aakdetector
4 icensing

4

Startup mode: |always

Global properties

ke

Custorn value Default value \

Restore all to default

|| value:

Edit service properties

1.2 Check if the startup property for Adobe Document Service is set

e Select Cluster data — instance_<IDxxxx> — server_<IDxxxx>
¢ In the right frame, check if the following line exists in the Java Parameters area of the tab General

e Add the above line if it doesn’t exists.
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42 SAP J2EE Engine - Config Taol
File Server

s[o WE] 8lel [

= @ clustor-data | General | Bootstrap | Log Configuration | Debug |

a
) Global dispatcher configuration 3 =
* .% Global server configuration | ST R ST I

= & instance_ID355053 .
E g dispatcher_ID35506800 : s LYo G
= server_ID35505850 || - Java settings
# B managers d
o senices : Java Home: [C 25kl 4.2_13 =]
secure store :
G, UME LDAF data || Max heap size (in MBY: | 10242

Java parameters: -Djava security policy= fjava policy

Dijava.security egd=fileddewurandom

Dorg.omy.CORBA.ORBClass=com.sap.engine system ORBProxy
Daorg.omy.CORBA ORESINgletonClass=corm.sap.angine. system ORBSinglatonProxy
Dijavax.rmi.CORBA.PortahleRemoteObjectClass=com.sap engine system.PortableRemote ObjectProxy
Dico jarm=1

Yo MaxPermSize=256M

H(PermBize=2456M

Hms1024M

Ho(NewSize=1T1M

HOChtaxhewSize=171M

Ho{+DisableExpliciGC

werbose.ge

Hogge:GC.Ing

HC+PTintGCDetails

HCC+PTintGCTimeStamps.

Dijava.awt headless=trug

Dsun.io.useCanonCaches=false

H{:SoftRefLRUPolicyMSParMB=1

HCSunvivarRatio=2

SCCTargetSurivorRatio=a0

Dorg.amg.Potablelnterceptor. ORBInitializerclass.com.sap engine semvices ts jts.ots.P JTSInitializer

Classpath: ‘.lmnmuuﬂbumlar‘.tmnmuumaaﬁlar‘.tmnfsvstemth\ne:udelar_ |

Exit the configuration tool. If we have made any new changes in the configuration tool then AS JAVA needs
to be restarted.

Configuring Web Service

Adobe Document Services publish their functions to the PDF object implementations through a Web Service
interface. This interface is not accessible directly and ADS is accessible using either

» The PDF object, or

» Web Dynpro and Forms Processing, which in turn use the PDF object at runtime.

Access to the Adobe document can be restricted by using credentials. This option provides the usage rights
to the document thus providing security to the confidential documents from unauthorized access. Again by
configuring the security for web services ensures security for documents and credentials.

There are two security configuration options for web services connection and configure the web service
connection appropriate to that model.

Basic Authentication — supports all functions including assigning usage rights, but excluding digital
signatures. When we use this model, we normally do not need to configure the connection settings, because
as of SAP NetWeaver 7.0, these are the default settings in an ABAP + Java system. We should check the
configuration settings to verify that they are correct for our system. For example, if we changed the client of
the ABAP system, we need to check the settings for the client information. This document describes how to
configure ADS with basic authentication. If the ADS configuration is with same ABAP+JAVA engine, all we
need to do is to check the settings to verify that they were correct for our system. If we change the ABAP
client then we need to certain configurations.

SSL — supports all functions including digital signatures. In this document we have not covered the
configuration of ADS with SSL connection to web service.
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2. BASIC Authentication — Securing Access to Web Service

In an ABAP + Java system, Basic Authentication is set up automatically as the default during the initial
installation of Adobe document services. However we need check the settings using configuration check to
ensure the configuration is appropriate in our system.

Configuration Check

This process is to check whether all configuration steps are complete and to verify any missing configuration.

2.1 Check the configuration for PDF-based print forms or forms in Web Dynpro for ABAP

For checking the configuration for PDF based print forms in ABAP the following checks were to be
performed.

2.1.1 Checking by Executing Test Report FP_TEST_00

This report checks if the system is configured correctly for processing forms in ABAP environment. A device
type for printing PDF-based forms should be configured for the same.

Procedure

Log on to your SAP NetWeaver AS ABAP.

Call transaction SA38 and enter the name FP_TEST_00.

Choose Execute (F8). A dialog box is displayed.

Enter FP_TEST_00 in the field Form.

Enter the name of the connection to the ADS. Enter the default name ADS
In the dialog box, choose Output in Print Preview.

Enter an appropriate device type in the field Output Device.

Choose Print Preview.

@Prey\ew Edit Golo System Help ggw
G| = nadeee QR sDas RE e

Print Preview

BB S ¢z ©eow- o ]

Line 1 on page 1

Line 2 on page 1

Line 3 on page 1

Line 4 on page 1

Line 5 on page 1

Line 6 on page 1

Line 7 on page 1
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Result
If the configuration is correct, a form containing several lines on two pages is displayed. If the
configuration is not correct, no form is displayed. In that case, you need to perform further tests.

2.1.2 Checking the ABAP Connection

This is a test for checking the RFC destination. This test applies to both connections using Basic
Authentication and SSL connections.

Procedure
e Log on to your SAP system.
e Call transaction SA38.
o Enter the name of the test report FP_PDF_TEST_OO.
o Enter the name of the connection. Enter the default name ADS, or, if you have specified another

name, the one you are using in your system.
e Choose Execute (F8).

& 0 H et ORE Bha FE @R
Test Program: Version Information (for Analysis Only)

Test Program: Yersion Information (for &nalysis Only)

Yersion Information: TOD . 200516005114147 242570

Result

If the configuration is correct, the system displays the version number of the Adobe document services
and we can start checking the user and password. If the connection test was not successful then we
need to perform the following check activities or create the ABAP connection if required which is
specified in Appendix A

2.1.3 Checking the User and Password

This is a test for checking whether the entries for the user, security role, and passwords are correct in a
system that uses Basic Authentication.

Procedure

o Enter the following URL in your Web browser:
http://<server>:<port>/AdobeDocumentServices/Config where <server> is the name of the J2EE
engine where the Adobe document services are installed, and <port> is the port of the J2EE engine.

¢ Note that the entries in the URL are case-sensitive.

e The Web page of the Web service AdobeDocumentServices is displayed. Choose Test.

e Choose rpdata(test....).
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THE BEST-RUN BUSINESSES RUN SAP

AdobeDocumentServices

Test

ConfigPort_Document

Home Overview

WsDLs Test

e Choose the Send button without entering any parameters.
e Enter the user name and password provided in the previous configuration steps.

e Choose Submit.

WTHE BEST-RUN BUSINESSES RUN SAP

Home Overview WaDLs

Request

o rpData

ES parameters (festfypes pl Bplats)
Ela rpStrings (Yestippes. Bpitringl])
B9 (st tppes Rostring)
[ name (string)

o) value (Steing)

Ela rpStreams (Yestdppes. Bpitream{])
B9 (test tppes foStream)

[ name (string)

B walue (BptelT)

----- 1 teyte) 0

POST fAdobeDDcumentServicesfConfig?style:J
Host: sapecch:50300

Content-Type: text/xml; charset=UTF-5
connection: close

Authorization: <value is hidden>
Content-Length: §48

SOAPAction: "7

<?xml wersion="1.0" encoding="UTF-5" 2><

i o

WrapUnwrap

Test

Response

" rpData
EI\S response (festdypes.pl Rplatafesponse)
Ea Response (festippes. Bpleturn)
Eﬁ rpstrings (test.iypes. Bostring )
Elﬁ (test.types Roitring)

----- [ name (String) TraceString

=) walue (String) Beain traceRequired str
Elﬁ (test.tyoes Gostring)

""" ] name (S#ring) Error Level

[ value (S#wing) 0
B9 ftest tyoes Rostring)

----- [ name (String) Results

Y walue (S#ring)
E-E5) ftest tyoes Bostring )

----- [ name (String) Mersionlnfo

{1 value (S#ing) 7045.20051005114147

HTTF/1.1 200 QK

Connection: close

det-Cookie: <wvalue is hidden>
det-Cookie: <wvalue is hidden>

Jerver: SAP JZEE Engine/7.00
Content-Type: text/xml; charset=UTF-8
Date: Tue, 11 Dec 2007 12:44:30 GHT

|»

<30AP-ENV:Envelope xmlns:SOAP-ENV="http: ™
Fequired stream: "PDFDocument™ not fou?
4 »

‘Wrap,/Unwrap

Result

e If the configuration is correct, the system displays the version number of the Adobe document
services in the response area. We can ignore the message required stream: "PDFDocument” not
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found. If the configuration is not correct, the page does not change and Submit remains on the
screen. To check further in ABAP we should perform the actions specified in Appendix A and B, in
JAVA we should perform the actions specified in Appendix C and D

2.1.4 Checking the Destination Service and the ICF Service

Use the first of the following tests for checking the settings of the destination service. If we receive any error
messages, continue with the further tests listed below. For performing this test the ABAP connection should
be already tested successfully.

2.1.4.1 Checking the Destination Service using a test reportin AS ABAP

Using this test you can check if the complete configuration of the destination service and the ICF service is
correct. There are two test reports available:

FP_CHECK_DESTINATION_SERVICE This report checks the configuration of the destination service and
the ICF service sap/bc/fp.

FP_CHECK_HTTP_DATA_TRANSFER This report checks the configuration of the destination service and
the ICF service sap/bc/fpads. You only need this service, if AS ABAP and AS Java (with ADS) are installed
in different systems, and you want to bundle your forms to improve performance.

e Logon to your SAP NetWeaver AS ABAP system.

e Call transaction SA38.

e Enter the name of the test report.

o Execute the test without choosing the option With Destination Service.

e The system renders a test form in the background without using the destination service and displays
the size of the created PDF.

IlI?Infurmatiun

o Execute the test again. Now select the option With Destination Service.
If the settings of the destination service are correct, the system displays the same message as
before.

IlI?Infurmatinn

2.1.4.2 Checking the ICF Service using the Web Browser

In your Web browser enter the URL

http://<server>:<port>/sap/bc/fp/form/layout/fp_test_00.xdp
where <server> is the server that hosts the AS ABAP and <port> is the http port of the AS ABAP.

In the dialog box enter ADS_AGENT as user and the password you have specified for it.If the settings of the
ICF service are correct, the system displays the layout information of the form FP_TEST_00 in XML format.

2.1.4.3 Checking the Destination Service using the Visual Administrator

Using this test we can check if the settings for the destination service are correct.

SAP DEVELOPER NETWORK | sdn.sap.com BUSINESS PROCESS EXPERT COMMUNITY | bpx.sap.com
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Start the Visual Administrator and navigate to Services — Destinations. Choose the destination and extend
entry in the field URL we specified in Connection Settings to
http://<server>:<port>/sap/bc/fp/form/layout/fp_test 00.xdp

where <server> is the server that hosts the AS ABAP and <port> is the http port of the AS ABAP. Choose

Save and Test

[ Runtime | Properties | Additional Info_|

Destinations .
7 Destinations Destination Name FP_ICF_DATA HRG
@ CwiebSenice Destination Type HTTP
@ CIHTTP ;
[ FP_ICF_DATA Connection Settings
Oy rFC :
: URL [orver 8003 sap/bepionmilayoutip_test_D0.xdp
System ID
Client 500
Language
Logon Data

Authentication:  [BasIC

Basic Authentication:

Username: |4DS_AGENT

Password: |m-m-m

SSL Server Certificates

Info

ﬁﬁ HTTP GET response code 200
b= Content type text/zml

The system sends a call to the ABAP system where the form layout is stored. If the settings are correct, the
system displays the message HTTP GET response code 200 Content type text/xml.

Don’t forget to change the URL back to http://<server>:<port> for the Destination Service to work properly
and save. If the settings of the destination service are not correct, you get an error message. You need to
perform further checks in Appendix E and F. In addition u should also check the destination service in Visual

Administrator.
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2.2 Configuration Check for Interactive Forms in Web Dynpro for Java

Using this process we can check the configuration for basic authentication on the J2EE Engine, where the
Adobe document services are installed. This configuration is necessary to develop and run interactive forms
in Web Dynpro for Java. It does not include any check of the credentials that are needed for interactive
forms, for example, credentials for Reader Rights or for digital signatures. To check, repeat the step 2.1.3
and Appendix D
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Appendix

A) Setting up Basic Authentication - Creating the ABAP Connection

This procedure applies only in the scenario of print forms or forms created in an SAP Web AS ABAP. The
purpose of this procedure is to create a connection in the ABAP environment to use when connecting to
Adobe document services and to set up Basic Authentication.

Procedure
e Log on to your SAP Web AS central instance host.
e Call transaction SM59.
e Choose Create.
e Enter at least the following:

0 RFC destination: ADS
o0 Connection type: G
0 Description: <your description>

Configuration of RFC Connections

SIE| D& % O

RFC Connections |T~_.fpe |Cnmment

> [ ABAP Connections 3

= 2l HTTP Connections to External Server
ADS

[> [ HTTP Connections to ABAP System

[> [ Internal Connections

I [ Logical Connections

> [ TCPIP connections

I [ Connections via ABAP Driver

Connection far ADS

M A T I &
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RFC Destination ADS

RFC Destination ADS
Connection Type G| |HTTP Connection to External Sery Description
Description 1 Connection far ADS

Description 2
Description 2

Administration Logon & Security ~ Special Options

Target Systermn Settings

Target Host sapecch Senice MNo.

Path Prefix {BdobeDocumentServices/Config?style=rpc

| HTTP Prowy Options
| Global Configuration

Proxy Host

Proxy Service

Proxy Lser

Proxy P Status ig initial

§0301

e Choose ENTER

e Choose the Technical settings tab and enter at least the following:

o0 Target Host

0 Enter the host name of the J2EE Engine that runs the Adobe document services or of the

SAP Web dispatcher if applicable.
o Service No

o0 Enter the HTTP port number of the Target Host you have specified (The following naming
convention applies: 5<J2EE_instance_number>00 (50000, for example, if your J2EE

instance is 00).
0 Path Prefix

Choose the Logon/Security tab, select Basic Authentication.

Save the settings.

L)
[ )
[ )
[ )
e Choose Test Connection.
[ )

SAP DEVELOPER NETWORK | sdn.sap.com
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Enter exactly the string /AdobeDocumentServices/Config?style=rpc

In the User and Password boxes, enter the user name ADSUser and the password.

A screen is displayed. The field status_reason: OK indicates that the test was successful.
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Connection Test HTTP Destination ADS

Destination ADS
Ty. HTTF Connection to External Server

m Response Header Fields Response Body Response Text

Detail |vvalue
Status HTTP Response 200
Status Text (8]24
Duration Test Call 11516 ms

B) Creating a User in the SAP NetWeaver AS ABAP for Basic Authentication

When our system is not an ABAP + Java system the user ADSUser was not created during installation. This
user is required for the secure communication between the ABAP system and the Java system where the
Adobe document services are installed. Precede the following procedures.

For ABAP: Creating a User in the SAP NetWeaver AS ABAP:

Log on to the SAP system with an admin user, in the client that is used for the UME authentication.
Choose Tools — Administration — User Maintenance — User (transaction SU01).

Enter ADSUser as user name and choose Create.

Choose system user as type for ADSUser.

Enter a password and save your settings.

ASS|gn|ng a Role in ABAP

Choose Tools — Administration — User Maintenance — Role Administration — Roles (transaction

PFCG)
Create a role ADSCallers (no authorizations required). The ADSCallers role in SAP NetWeaver AS

ABAP appears automatically as the ADSCallers group in the J2EE Engine.

e Activate the role.
e Assign user ADSUser to this role.

Lser ADSUSER
Last Changed On ADSUSER B3.11.2007 165744 Status Saved
Address Logon data Defaults Parameters Profiles Groups |E|
B e R EE S
Refarence user for additional rights
Rale Assignments
st |Role [Type [valid From  |valid to Marne (il
@ ADSCALLERS & P2.11.2007 31.12.9999 ADSCALLERS E|

BUSINESS PROCESS EXPERT COMMUNITY | bpx.sap.com

SAP DEVELOPER NETWORK | sdn.sap.com
14

© 2008 SAP AG



Adobe Document Service Configuration and Troubleshooting Guide

Assigning the Security Role in Java

Log on to the Visual Administrator.

On the Cluster tab, choose Server <x> — Services — Security Provider.

On the User Management tab, choose the Tree tab in the left panel.

In the User Tree, ensure that the user you created in ABAP appears under the ADSCallers group.

[ Runtime | Properties |  AdditionalInfo_|

Policy Configurations | User Management | Login Sessions | Protection Domains | Cryptography Providers

User Tree : Account
o ISAPTRX/SAP_AS_AD| ~| Account: ADSUSER
@ ADSCallers
Created On:  none
£¥ ADSUSER
& 23 Anonymous Users Last Modified: Thu Hov 15 10:06:59 IST 2007
@ 42 Authenticated Users .
Valid From:  none
& 22 Fveryone

2 SAP_ACH_ADMIN Valid To: Fri Dec 31 00:00:00 IST 2500

2 SAP_ALM_ADMINISTR :

2 SAP_ALM_CUSTOMIZ| 7| Lock Status:  Unlocked

2 SAP_ASAP_AUTHORE §§

2 SAP_ASAP_AUTOREN §§ Parent Groups

2 SAP_AUDITOR_SA 3

2 SAP_AUDITOR_SA_C

2 SAP_AUDITOR_SA_CL

2 SAP_BCS_ACTIV

2 SAP_BCS_ADMIN

2 SAP_BCS_CREAT

2 SAP_BCS_VALID

2 SAP_BC_AI_ADMIN

2 SAP_BC_Al_LANDSCA

2 SAP_BC_ALM_ADMIN

2 SAP_BC_ALM_ALERT

2 SAP_BC_ALM_CUST i

S S0D BC AITH NDATH i

¢ On the Policy Configurations tab, in the Components area, select
com.adobe/AdobeDocumentServices*AdobeDocumentServicesAssembly.jar.

e On the Security Roles tab, select ADSCaller from the Security Roles list.

¢ Inthe Mappings area, choose Add, which is assigned to Users. A dialog Choose Users or Groups is
displayed.

e Choose the Tree tab.

e Inthe User Tree, under the ADSCallers group, select the ADSUser you just created and choose OK.

This assigns the new user to the ADSCaller security role.

[ Runtime | Properties | Additional Info. |

Palicy Configurations rUser M it r Login Sessi rPr tection D i rCrWtugraphy Providers \

Components : Buthentication rSecurﬂyRules rResuurces
& & SAP-J2EE Engine |~ Security Roles ;
" basic
o8 client cert ADSCaller
& digest iAdmin
™18 form
13 ticket
"2 evaluate_assertion_ticket
aﬁ. senvice.iiop
aﬁ. senvice.jms.default.authorization
senvice.naming
aﬁ. senvice.telnet
& SDK-XMLA
& WSSEC $QueueAndResume
& com vices "ADS-E.JB
& com vices " vic jar
& com vices A i _Config
& com vices* A vices_Config
& com.adobeD tServicesLi M *ADS-License
& com.adobeD tServicesLi: M: *Li M EJB.jar
& keystore-view.TicketKeystore
& keystore-view.TrustedCAs

Role Type

Mappings

Users
ADSUSER
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C) For JAVA: Creating a User in the SAP NetWeaver AS Java for Basic

In some cases the user ADSUser was not created during installation. This user is required for the secure
communication between the Web Dynpro application and the Java system where the Adobe document
services are installed. We can create this user in the J2EE Engine or in the SAP NetWeaver AS ABAP
depending on the J2EE installation settings for the SAP User Management Engine (UME). We create this
user in the SAP NetWeaver AS ABAP when the UME is configured against the ABAP backend.

Creating the User ADSUser and Assigning the Security Role

e Log on to the Visual Administrator.

e On the Cluster tab, choose Server <x> — Services — Security Provider.

e On the User Management tab, choose Create Group to create a group called ADSCallers, if the
group does not exist. In the dialog that follows, enter the name and choose OK.

e Choose Create User. The Create New User dialog box is displayed.

e Inthe User name, Password, and Confirm password boxes, enter ADSUser for the user name and

type a password.

e Choose the Tree tab in the right panel. In the User Tree, select ADSCallers, and then choose OK.

1

[ Runtime | Properties | Additionalinfo_ |

r Policy Configurations |/ User Management r Login Sessions r Protection Domains |/ Cryptography Providers

User Tree

[ §§rsnpmxxsnp_ns_nn a|| | Account:
@ ADSCallers
£} ADSUSER
23 pnonymous Users
2 Authenticated Users

: Account

2 SAP_ALM_ADMINISTH
2 SAP_ALM_CUSTOMIZ|
2 SAP_ASAP_AUTHORE
2 SAP_ASAP_AUTOREN

Lock Status:

Parent Groups

ADSUSER

hone

: Thu Nov 15 10:06:59 IST 2007

none

Fri Dec 31 00:00:00 IST 2500

Unlocked

2 SAP_AUDITOR_SA

2 SAP_AUDITOR_SA_C
2 SAP_AUDITOR_SA_CL
2 SAP_BCS_ACTIV

2 GAP_BCS_ADMIN

2 GAP_BCS_CREAT
2 GAP_BCS_VALID

3 SAP_BC_Al_ADMIN
2 GAP_BC_Al_LANDSCA
2 GAP_BC_ALM_ADMIN
2 SAP_BC_ALM_ALERT
2 SAP_BC_ALM_CUST

|@= 23 Gpp B ALTH NATL 3

e On the Policy Configurations tab, in the Components area, select
com.adobe/AdobeDocumentServices*AdobeDocumentServicesAssembly.jar.

e On the Security Roles tab, select ADSCaller from the Security Roles list. The ADSCaller security role
was created when our system was installed. We should not assign this security role to users other
than the system user that we will use for accessing Adobe document services.

¢ Inthe Mappings area, choose Add, which is assigned to Users. A dialog Choose Users or Groups is

displayed.
e Choose the Tree tab.

e Inthe User Tree, under the ADSCallers group, select the ADSUser you just created and choose OK.
This assigns the new user to the ADSCaller security role.
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J4 SAP-J2EE Engine ~ Security Roles B

g Basic ADSCaller ole e

:é z:f:;‘cen Wdmin (® Security Role () Role Reference

18 form

I8 ticket T

™= evaluate_assertion_ticket

& senvice.iiop U
sendce.jms.default.authorization ADSUSER

3% Service.naming
senvice.telnet

& SDK-XMLA

& WSSEC $0ueuedndResume

& com.adobe/fdobeDocumentServices*ADS-EJB

& com JocumentServices *AdobeDocumentServicesAssembhy.jar

& com yocumentServices *AdobeDocumentServicesSec_Config

& com JocumentServices “idobeDocumentServices_Config

& com.adobeD vicesLi “ADS-License

& com.adobeD vicesLi i E.B.jar

& Keystore-view.TicketKeystore

& keystore-view.TrustedCAs
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Defining ADSUser as Technical User

To prevent, that the password for the ADSUser expires, do following:
e Log on to the User Management of your AS Java:
http://<AS Java server>:<http port> — User Management
Display the user ADSUser.
Choose Modify.
In the Security policy field, change the setting from Default to Technical User
Save.

D) For JAVA: Setting Up Basic Authentication in a Java Environment

This procedure applies for the scenario of interactive forms. Set up Basic Authentication to access the Java
version of the PDF object. This procedure describes you the configuration steps and applies when the Adobe
document services and the Web Dynpro runtime are installed on the same J2EE Engine. Then under
Destination the URL is set to Default. The user ADSUser should be created and configured during
installation of Adobe document service.

Procedure

To set up Basic Authentication in a Java environment:

Log on to the Visual Administrator.
On the Cluster tab, choose Server <x> — Services — Web Services Security.

e Choose Web Service Clients — sap.com > tc~wd~pdfobject —
com.sap.tc.webdynpro.adsproxy.AdsProxy*ConfigPort_Document.

e From the Authentication list, select BASIC.

¢ Inthe User and Password boxes, enter as Username ADSUser and a Password.

e Choose Save.

["Runtime [ Properties || Additional Info
Web Services /| Web Service Proxy sap.com/tc~wd~pdfobject/com.sap.tc.webdynpro.adsprox...
I~ Security Canfiguration Transport Security || Document Security. |
@ J4eb Services :
© [Jweb Service Clients : Destination Name 1p tewehdynpro.adsproxy.AdsProxiConfigPart_Dacument
@ [dsancom :
& [T caf~eu~gp~ws~Mmsosn Destination Type WebSerice
&[] caf-km prodes Connection Settings
@[3 com.sap.ip.bi.sdk dac.connectorxmlax :
© [ te-slm-interfaces : URL [cystp.. w | [heDocumentSercesiconfig?style=document
% 3 te~wd~pofohject : ‘Q
D com.sap.tewehdynpro adsprogy AdsPros*ConfigPort,| System ID J
D com.sap.tewebdynpro adsproxy AdsProg*SecConfigh) Client ’—
. Language
Logon Data
Authentication:  [BASIC - |
Basic Authentication:
Usernarme: |ADSUser |
Password: [ |
SSL Server Certificates
e The authentication data must be activated. For doing this navigate to Services — Deploy.
e Choose the button Application.
e Choose sap.com/tc~wd~pdfobject in the tree.
o Choose Stop Application.
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For restarting the application choose Start Application.

-Deplayed C

sap.comiAc~monitoring~systeminfo
sap.comftc~sec~app
sap.comic~sec~-ume-~wid-~approval
sap.comic~sec~ume-~wd-~batch
sap.comic~-sec~ume-~wd~concheck
sap.comfic-sec~ume-~wd-config
sap.comic~sec~-ume~wd-~enduser
sap.comftc~sec-ume-~wd-~Kit
sap.comfc~sec-ume-~wd-~uimodel
sap.comftc~sec~ume-~wd-~umeadmin
sap.comftc~sec~ume-~wd-waplugin
sap.comic~sec-vsi~app
sap.comfc~sec-wssec~app
sap.comfc-sld-wid-admin
sap.comftc-sid-wd-husinesssystem
sap.comic~sld-wd-classhrowser
sap.comitc-sld-wd i
sap.comic-sld-wd~landscape
sap.comic-sld-wd-~main
sap.comic-sld-wd-namereservation
sap.comic~sld~wd-softwarecatalog
sap.comic~sld~wd-~technicalsystem
sap.comic~sim~interfaces
sap.comic~slm~permissions
sap.comic~sim~simapp
sap.comic~-sim-~ui_jnet
sap.comic~sim-~ui_maintain
sap.comic~-sim-~ui_navigation
sap.comftc~sim-ui_review
sap.comic~sim-ui_sim
sap.comftc~SL~utility-wsear
sap.comftc~supportplatform-~wed
sap.comtc~TechSrv-XML_DAS
sap.comfc-uddi
sap.comfc~wid-corecomp
sap.comitc-wd-dispwda
sap.comic~wd-eptests
sap.comic-wd-pdfobject
sap.comic-wd-pdfsurchal
sap.comic-wd k
sap.comic-wd-tools
sap.comic~workflowmodeler
sap.comfemp-~riftest
sap.comfemp-~testforisripd

sap.com/wizard_framework

P P P P PP PP PP P PP PP PP PP PP IPPPPIIIIPPPPIIPPPPPPPTPTY
S i N N T N Y S G N BN RN ES 3 3 5 S S BN EN ES ES B3 B B B B B E RN RN ES RN N RN RN BN ES N ES R Y

| »

Deploy
Deploy & Start
Update
Get Client Jar

Remove

Stop Application
Single File Update
App Info

E) Check if the ICF service is active

The communication between the Destination Service of the SAP Web AS Java and the SAP Web AS ABAP
uses the Internet Communication Framework. We have to activate the corresponding service, if this is not

done so far.
Procedure
e Log on to your SAP Web AS ABAP system
e Choose transaction SICF.
e Choose default_host — sap — bc — fp in the tree.
e Choose Service/Virt.Host — Activate
e If AS ABAP and AS Java (with ADS) are installed

in different systems, and you want to bundle your

forms to improve performance, you also have to activate the fpads ICF service.
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hsp_dev  WEBDAY ACCESS TO BSP DEVELOPMEN...
bwi_test By Test
cachetest  TESTICM SERVER CACHE BASIC FUNCTL..,

[ . LS Services of the CCMS Monitoring Architecture
cirmarm ZIM Chject Manadger (System Caomponent .
. cms Zhange Management Server

contentserver COMTENT SERVER INTERFACE
crim_bsp_dl Service to handle xmlicsy downloads

Yirtuelle Hosts / Services Documentation Referenz Service
= I default_host WIRTUAL DEFAULT HOST
= SAF MAMESPACE, SAF IS OBLIGED MOTT...
[ (= option RESERVED SERVICES AWAILABLE GLOBA. ..
B @ public PLIBLIC SERVICES
ap Application Platfarm
Gk e BASIS TREE (BASIS FUNCTIONS)
Iﬂ approval_10C Link to Appraval Service Idefault_host'sapiborhsplsapihrref_approval
[ hsp BUISINESS SERVER PAGES (BSP) RUNTI...

[ dal Desktop Application Launchpad
docuy ABAF DOCUMEMTATION
I ecatt Services far eCATT
[ echo REFEAT OF REQUEST DOCUMENT {ORL. ..
[ erecruiting  E-Recruiting
[ . error ERROR HAMDLING ROUTIMES (ONLY FO...
esf Enterprize Services Framework
farmahsdelet BACKGROUND SERVICE: DELETION OF A .
[ FormToRfc  INTERMAL WERIFICATION SERWICE
ijul HTTFP Extension/Reguest Handler for Form ...
fpads Various HTTF Data Services for ADS
[ graphics General handler far graphic applets
I gui ITS-Based GLI Services
[ ict Internet Communication Framework
[ oY ﬁ RS T Tt | lmem ol e Fme 1A STema b s e s b e it
[ I e
Result

The ICF service is now active.

F) Check if the system user ADS_AGENT is correctly configured

The service user ADS_AGENT in the ABAP environment corresponds to the user we specify in the

authentication parameters of the Destination Service in the AS Java where the Adobe document services are

installed.

Procedure

e Logon to the SAP NetWeaver AS ABAP and choose transaction SU01 (User Management).
Enter the name ADS_AGENT in the User field and choose User — Create

Choose the Logon data tab and assign a password
Choose Service as the user type for ADS_AGENT

Stack or Java Add-In).

SAP_BC_FPADS ICF, if AS ABAP and AS Java (with ADS) are on different systems.

e Save the data.

SAP DEVELOPER NETWORK | sdn.sap.com
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Choose the Role tab and assign one of the following roles to the user ADS_AGENT.
SAP_BC_FP_ICF, if AS ABAP and AS Java (with ADS) are on the same

system (Double-

BUSINESS PROCESS EXPERT COMMUNITY | bpx.sap.com

20



Adobe Document Service Configuration and Troubleshooting Guide

Display User

Iser ADS_AGEMT

LastChanged On  |BASIS 13.11.200716:068:12 Status | Saved |

QoE

BB EE SR

Reference user for additional rights

5t |Role Type |Walid From  [Walid to Mamme m]
"""""""""""" ' 13.11.2007 31.12.9999 Forrm Processing: Role for [+]
A5.11. 2007 31.12.9999 Farm Processing: RnlefDrE

@ SAP_BC_FF_ICF:

@ SAP_BC_FPADS_ICF

0%
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Important SAP Notes

894009 - Adobe document services: Configuration Guide (NW 7.0)

9736902 - Adobe Credentials

9750784 - SAP Interactive Forms: Licenses

9752153 - Adobe: PDF Manipulation Module High Encryption

9766191 - Active Component Framework Installation

9766410 - Interactive forms: XDC Scenarios for the Printer Control

9685571 - Printing PDF-Based Forms

834573 - SAP Interactive Forms by Adobe: Acrobat/Adobe Reader Version

854621 - Third Party Software Delivered with Adobe Document Services and Adobe
LiveCycle Designer

944221 - Problem Analysis / Troubleshooting in Forms Processing

886572 - ADS: Central Patch Note for SAP NetWeaver 7.0

727168 - Adobe Document Services Patches
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Important Tips

» To access the ADS and make use the full usage of the services like Interactive forms, the
Adobe version should be updated to 8.

» To access the ADS in client machines Active component framework and Adobe life cycle
designer should be installed.

» Also in backend the ICM should be configured properly. The users that we use to access the
service should be active.

» It’s recommended to use the service users for services in ICM and for ADS we use user
ADS_AGENT.

» The users ADSUser and ADS_AGENT should exist in both JAVA Instance in which we run
ADS and also in backend from which we access the ADS. More importantly these users
should be assigned with same password.

» Be cautious with the default client. If the ADS is configured with default client then it would
be ok, else we need to specify the client in the Visual Administrator settings which requires
the ADS.

» Printer Configuration is Mandatory and all SAPWIN-type device types cannot be supported
with the Adobe technology.
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Related Contents

You can refer the below links for knowing more on ADS configuration and troubleshooting. Also a wonderful
blog by Achim Hauck helped a lot to crack the configuration which is referred below.

Blog on troubleshooting ADS https://www.sdn.sap.com/irj/sdn/weblogs?blog=/pub/wlg/1232
More information from SAP on Adobe - https://www.sdn.sap.com/irj/sdn/adobe

FAQ'’s on Adobe - https://www.sdn.sap.com/irj/sdn/adobe?rid=/library/uuid/2a8a0a37-0301-
0010-f794-aecd1bb426e0

For more information, visit the Application Management homepage.
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Disclaimer and Liability Notice

This document may discuss sample coding or other information that does not include SAP official interfaces and therefore is not
supported by SAP. Changes made based on this information are not supported and can be overwritten during an upgrade.

SAP will not be held liable for any damages caused by using or misusing the information, code or methods suggested in this document,
and anyone using these methods does so at his/her own risk.

SAP offers no guarantees and assumes no responsibility or liability of any type with respect to the content of this technical article or
code sample, including any liability resulting from incompatibility between the content within this document and the materials and
services offered by SAP. You agree that you will not hold, or seek to hold, SAP responsible or liable with respect to the content of this

document.
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