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Typographic Conventions  

Type Style  Description 

Example Text Words or characters quoted 

from the screen. These 

include field names, screen 

titles, pushbuttons labels, 

menu names, menu paths, 

and menu options. 

Cross-references to other 

documentation 

Example text Emphasized words or 

phrases in body text, graphic 

titles, and table titles 

Example text  File and directory names and 

their paths, messages, 

names of variables and 

parameters, source text, and 

names of installation, 

upgrade and database tools. 

Example text  User entry texts. These are 

words or characters that you 

enter in the system exactly as 

they appear in the 

documentation. 

<Example 

text>  

Variable user entry. Angle 

brackets indicate that you 

replace these words and 

characters with appropriate 

entries to make entries in the 

system. 

EXAMPLE TEXT Keys on the keyboard, for 

example, F2 or ENTER. 

Icons  

Icon Description 

 Caution 

 Note or Important 

 Example 

 Recommendation or Tip 
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1.  Introduction  

 

The key integration points between SAP BusinessObjects Process Control 3.0 and Access Control 5.3 

are with the Risk Analysis and Remediation component. This document describes how to configure 

the Rules in PC 3.0 which pulls out user information from AC5.3 Risk Analysis and Remediation 

component.  

 

Integration components of PC 3.0  and AC 5.3  

 

 

 

2.  Prerequisites  

Software required 

¶ Process Control 3.0  

¶ Access Control 5.3 
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3.  PC3.0 ~AC5.3 Integration process flow  

 

The flow indicates the general process followed when integrating Process Control 3.0 to Access 

Control 5.3. 

 

 

 

Steps in AC 5.3 

¶ AC 5.3 <ï> PC 3.0 integration works on offline risk analysis, so in configuration->additional 

options Enable Offline Risk Analysis parameter of Risk Analysis & Remediation should be set as 

ñYesò. 

¶ In AC5.3 Risk Analysis & Remediation the Management Report has to be executed.  

 

Steps in PC 3.0 

¶ Create connector in PC 3.0 application to connect to AC 5.3 application. 

¶ SOD rules are defined and assigned to controls. 

¶ Scheduled the control test and view the results in the job monitor. 
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4.  Detailed Step -by -Step Procedure  

The following steps describe the AC5.3 PC 3.0 integration in details. 

 

AC 5.3 Application  

 

 

4.1  Check for the configuration of the òOfflineó risk 

Analysis  

   

1. Log on to the RAR module. 

2. Go to the configuration parameter and navigate to additional option, Check whether the 

parameter ñEnable Offline Risk Analysisò is set as ñYesò. If not change the parameter 

value to Yes and hit ñSaveò button. 
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4.2  Execute the Management Report in RAR (Risk 

Analysis & Rem ediation) module in AC5.3  

 

1.   Log on to the RAR module of AC 5.3. 

2.   Go to Configuration tab. From the left menu navigate to Background Job->Schedule Analysis 

3.   Select the ñFull Syncò as Sync Mode. 

4.   Check the ñManagement Reportsò checkbox and click on the schedule button. 
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Authorization requirement in AC 5.3 Application  

 

1. Check whether the folder path for the background spool file generation is properly mentioned 

in the RAR ->configuration tab-> Background Job Spool File Location. 

 

2. The same user id should have access on the folder location where the background spool files 

get stored. 

3. User ID should have access to the folder path (R/W). Folder path is generally defined in the 

AC 5.3 Configuration section background Job Spool. 

 

4.3  Check the web services for Ri sk analysis and 

User Violations  

 

      1. Go to the index page of the J2EE engine. Click on the web services link. 

 

 

 



SAP BusinessObjects Process Control 3.0 and SAP BusinessObjects Access Control 5.3 Integration  

March 2010 6 

 

2. Select the web service for VirsaCCRiskAnalysisService by clicking on it. 

 

 

3. Click on the test in the menu path. 

 

 

 

4. Click on the execRiskAnalysis method. 
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5. Enter the following parameters. 

objRange (From & To) = (User Range value) 

objType = 1 (For User ) 

reportType = 1 Summary / 2 Detail  

sysKey = J1E (System id) 

offlineAnalysis = true (PC 3.0 only supports offline risk analysis) 
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6. Click on the Send Button. 

 

 

7. Enter the user id/password for AC 5.3 system and Click on the Submit button. 

 

 

 

8. If the web service is running ok then you should get a response message with return code 0 and 

return message as Success. You will also get the entire violated users list in the response message. 
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9. Select the web service VirsaCCSODViolatedUsersWS from the web services list. Click on the test 

option in the menu path. Click on the method execSODUserAnalysis to test. 
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10. Enter the user range in the objRange parameter.This parameter also supports Wild card character. 

 

 

 

11. If the web service VirsaCCSODViolatedUsersWS is running ok then you should get a response 

return code 0 and return message success with all the violated users. 
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PC 3.0 Application  

To establish the connection between PC 3.0 and AC 5.3 application the RFC destination needs to be 

created in the PC 3.0 application. 

 

4.4  Create the RFC destinations for Risk analysis 

and User Violations  

 

Authorization requirement  

1. Before creating the RFC destination please check that the RFC User has sufficient 

authorization and access. 

2. Also check that the User ID provided in PC3.0 RFC destination should be a valid user in 

AC5.3 RAR. This user should have the administrator role assigned in the AC5.3 RAR system 

to access the web services. 

 

Steps  

1. Go to Transaction code SM 59, Select category node óHTTP Connections to External 

Serverô,Hit create button to create the RFC destination for Risk Analysis. This RFC destination 

will send the rule query from PC3.0 system to AC5.3 system using the Risk Analysis web 

service. 

 

 

 


























































































