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Typographic Conventions Icons
Type Style Description Icon Description
Example Text Words or characters quoted Caution

from the screen. These
include field names, screen
titles, pushbuttons labels,
menu names, menu paths,
and menu options.

Cross-references to other
documentation

Note or Important

Example

BRAa=E

Recommendation or Tip

Example text

Emphasized words or
phrases in body text, graphic
titles, and table titles

Example text

File and directory names and
their paths, messages,
names of variables and
parameters, source text, and
names of installation,
upgrade and database tools.

Example text

User entry texts. These are
words or characters that you
enter in the system exactly as
they appear in the
documentation.

<Example
text>

Variable user entry. Angle
brackets indicate that you
replace these words and
characters with appropriate
entries to make entries in the
system.

EXAMPLE TEXT

Keys on the keyboard, for
example, F2 or ENTER
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SAP BusinessObjects Process Control 3.0 and SAP BusinessObjects Access Control 5.3 Integration E?

1. Introduction

The key integration points between SAP BusinessObjects Process Control 3.0 and Access Control 5.3
are with the Risk Analysis and Remediation component. This document describes how to configure
the Rules in PC 3.0 which pulls out user information from AC5.3 Risk Analysis and Remediation

component.

Integration components of PC 3.0 and AC5.3

Risk Analysis and Remediation

Process Control 3.0
in Access Control 5.3

Define SOD Controls

Trigger testing of SOD Controls
Monitoring
Compliance

Maintain Risk and User Mapping

as Rule Variable

Receive test results and follow the

the subsequent remediation process

Perform test
Connector set up (Web
Service)

Call data from PC 3.0

2. Prerequisites

Software required
1 Process Control 3.0

1 Access Control 5.3
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SAP BusinessObjects Process Control 3.0 and SAP BusinessObjects Access Control 5.3 Integration EV

3. PC3.0 ~AC5.3 Integration process flow

The flow indicates the general process followed when integrating Process Control 3.0 to Access

Control 5.3.

AC5.3 Application

Set the Enable Offline
Risk Analysis parameter

of Risk Analysis &
Remediation /AC5.3
application to “Yes”

Execute the Risk
Analysis &
Remediation
Management
Report

PC 3.0 Application

Connector

and Control

Master data Script
Setup

Configuration

=Create HTTP destination using SM59
=Create logical port for web services
=Use this as connector for Risk
analysis and remediation test from
PC 3.0 application

Steps in AC 5.3

Create 50D

Define SOD Assign rules
Rule to controls

Schedule test

Define the SOD rule with the following Schedule the SOD rule

rule cehterla =View the results in the job monitor
=*0Object Mapping Type

=0Object Mapping Value

uSystem ID

=Risk ID

=Report Type

Limitation: No value help for Rule

Criteria

1 AC5.3<i>PC 3.0 integration works on offline risk analysis, so in configuration->additional
options Enable Offline Risk Analysis parameter of Risk Analysis & Remediation should be set as

fYeso.

1 In AC5.3 Risk Analysis & Remediation the Management Report has to be executed.

Steps in PC 3.0

1 Create connector in PC 3.0 application to connect to AC 5.3 application.

1 SOD rules are defined and assigned to controls.

1 Scheduled the control test and view the results in the job monitor.
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4.

Detailed Step -by-Step Procedure

The following steps describe the AC5.3 PC 3.0 integration in details.

AC 5.3 Application

Set the Enable Offline
Risk Analysis Parameter
of Risk Analysis &

Remediation/AC5.3

Execute the Risk
Analysis & Remediation
Management Report

application to Yes

4.1

Check for t

he configurat:i n

@)

Analysis

val ue

SAPd

+ Rizk Analysiz
= Default Values
= Performance Tuning

= Mitigating Controls
= Workfiow
= Miscellaneous

b MIC User Mappings
b MIC Risk Mappings
¥ Connectars

k Logical Systems

P Cross Systems

¥ Data Extraction

= Master User Source
b User Mapping

b Custom User Group
F Upload Objects

SAP GRC Access Control
Risk Analysis and Remediation

Log on to the RAR module.

Go to the configuration parameter and navigate to additional option, Check whether the
p ar a mé&nakle Offfine Risk Analysisoi s

se&esdoasl fi not change t

t o YSaved amut thort. fi

POWERED BY

4

Welcome Debraj Roy Help  Ahout  Loooff

]

@

Risk Analysis - Additional Options

Ir]

Ignore Critical Roles & Profiles

=

e

Thiz option specifies whether roles and profiles maintained in the critical roles table and the criicalProfile tables are ignored when running & risk analysis; the
default value iz Mo; if this value iz Yes, critical roles and profiles are ignored when running user analysis

Show Composite Role in User Analysis

-

es

Thiz option specifies whether to show composite role information as well as default single role information in the detailed report when performing user analysis

Use Sob tary Table for Analysi: ez :
Thiz option determines whether the Sob supplementary table is checked when running & risk snalysisDefault value is No; if the value iz set to Yes, Sob

supplementary entries are checked when running & risk anakysis

Include Role/Profile Mitigating Controls in User Analysis Yes ﬂ —

To include role-baszed or profile-bazed mitigating cortrols in user-bazed risk analysis reports, set thiz value to YesThe risk analysis includes user-level mitigating
cortrols 1Dz (if any existllf not, the report will display ether the role-based or profile-based mitigating cortrol I in that orderDetault value is Mo

= Schedule Analysis
= Alert Generation
= Oy, User Mapping
= Custom Tabs
= SAP Adapter
¥ Ltilitie:s:

¥ Rule Upload nable Offline Risk Analysis ‘es [~]
1> EEEEE] ST The default value is Yes.
¥ Background Joh

- SR Coneider organizational rules when updating management reports and during risk analysis Web service call :

Thiz option determines whether to consider org. rules when updsting management reports in Informer and during the risk analysis Web service call, the default
wvalue iz Mo

of

he
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Set the Enable Offline
Risk Analysis Parameter Execute the Risk
of Risk Analysis & Analysis & Remediation

Remediation/ACS5.3 Management Report
application to Yes

4.2 Execute the Management Report in RAR (Risk
Analysis & Rem  ediation) module in AC5.3

Log on to the RAR module of AC 5.3.
Go to Configuration tab. From the left menu navigate to Background Job->Schedule Analysis

Select the AFull Synco as Sync Mode.

A w DN PR

Check the AManagement Repor tceedulebiuitenc k box and

PowWERED BY
NatWeavar

w GR(_: Access I'.:_oyltrol W_W
Rlsk Analysls and RemEdlahon Welcome Debraj Roy Help  Bbout  Logoff ~

Configuration |_"_”E|

T Riskanalysis — Usger/Role/Profile Synchronization and Batch Risk Analysis
= Defaul Values

+ Performance Tuning UserRole/Profile Synchronization

= Additional Options

« Mitigating Contrals Syne Mode: FLIl Sync (]

- oo 1 oor Synchronization.  <ysione C—
= Miscellaneous

b MIC User Mappings [ role Synchronization Systems: o
» MIC Risk Mappings o

» Connectars L profile synchronization Systems: w
b Logical Systems

» Cross Systems Batch Risk Analysis

b Data Extraction

" Maslr User SOurce o od: EEET—

b Uszer Mapping

¥ Custom User Group Rule Set: GLOBALT CY

¥ Upload Objects Report Type: [ Action Level Analysis Permission Level Analysis
b Rule Upload

[] user analysis

b Backend Sync
Systems: B 5
Backi d Job
e User: i to >
= Search
. User Group: to =
= Alert Generation [ rote anatysis =
m Systems: N =
= Org. User Mapping
J
- Custom Tabs FRole: o =
= SAP Adapter [ Profile Analysis
» Uilties Systems: b=
Prafile: g o [ e

[ critical Action and RoleProfile Analysis

Management Report

Management Reports
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Authorization requirement in AC 5.3 Application

1. Check whether the folder path for the background spool file generation is properly mentioned
in the RAR ->configuration tab-> Background Job Spool File Location.

|2
SAP GRC Access Control L L
Risk Analysis and Remediation wolcome Deliraj Roy Heb Abod  Logott
informer | R Archect | Miigabion | Aler i Debug S
LT Miscellaneous
» Dedout Vel =]
« Performance Tuning Frequency of Backpreund Job Dasmon in Seconds E)
- Ao Cpbons Tres parameter spacifies, i 3econs, haw Oien I BACKDIOUY KB daernon 5 ket the eTa8 Vel i2 60
« Mibgotng Controls
- wcrkfiow Maximum Display Lines For Print Preview 160000
T 1. oo cpecives e e et vae i 500
» M Uty Moappings:
:"CM‘:#W Background Job Spoot file Location [T |
5 This parameter specifies the location whens the bactround job $pool fles are stored
- Search
. Alart Log File Hame & Location fsap_tempiACSNACS e leib CTUSAGE!
. o This parameter specifies the location wiene e sierd log is stored
= Saarch
« Gonarate Fe Enatite Risk Change Log ves =
D Thes parometes specifies f chianges 10 risks are g, defdt vk b5 Yes
» Data Exraction
e Ensbile Functian Change Log fres =
» User Mapping Tris parameter specifies f changes Lo funclions ane logged, he defout vekae s Yes
¥ Custom User Group
» Defautt Report R -
¥ Rue Uploed Tris parameter specifies whether violitions are repceted in the mansgement repor o risk or permistion levet defel vabus is Permission [=]
» Backend Syne —
= Background dob [Sore] [Corcel
« Search
= Schedule Analysis
= Adert Gareration
= Org. User Mappneg
* Custom Tabs
- SAP Adsgter
» Litities.

2. The same user id should have access on the folder location where the background spool files
get stored.

3. User ID should have access to the folder path (R/\W). Folder path is generally defined in the
AC 5.3 Configuration section background Job Spool.

4.3 Check the web services for Ri sk analysis and
User Violations

1. Go to the index page of the J2EE engine. Click on the web services link.

B oo Sare H/ 3 8FT TS

SAP Help Portal SAP NetWeaver Administrator

SAP Help Portal contains the complete documentation for SAP NetWeaver Apphication Server Java. Navigate to SAP SAP NetWeaver Administrator can be used in a central or local scenario for administration and mondtoring the SAP
NetWeaver NetWeaver system landscape.

System Information Web Services Navigator

System information provides administrators with an overview of the system configuration and its state. It shows al of the
system's instances and processes, their current state and important parameters (such as ports) that may be required for
support cases, as well as the versions of the components instalied

Web Senices Nawgator is a tool that gives you a short ovenvew of a specific Web senvice based on its WSDL. and enables
you to test your Web senice by creating and sending a client request to the real end point

User Management Web Dynpro Tools

The user console provides with the functions they need to manage users, groups,  Web Dynpro tools provide administrators and application developers pedormance measurement and application
roles, and user-related data in the User Management Engine (UME). Users without canuse it to capabities for the SAP NetWeaver User Interface techology.

change their user profile.

UDDI Client

The UDDI cient provides query and publishing functions for diflerent Web senice entities to any UDDI compliant registry.
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2. Select the web service for VirsaCCRiskAnalysisService by clicking on it.

me BEST-RUN BUSINESSES RUN SAP

‘ -

() IciPhoneCaliService =
(3 teiPhoneLineservice

() IiSystemService

(2 IciuserService

(2 IndexManagementws

() KMBaseServiceStarWs

() KMColisborationSveStrdws

) KMIndexsvestdry
(2 KMNodeServiceSnrdy
£ KMNodeServic

(2 KMNotificationSve:
() KMRelationSvestrdws
() NavigationWs

() RepositoryFrameworkWs
(J RoOMABAPWS

_ROLEDETAILS_V1_1
SEARCHROLES
ELECTAPPLICATION
USMITREQUEST

() eimSolManservices
(3 UserRoleSearchForAEService_5_3

(J VirsaCCActionUsageService
() VirsaCCDescriptionReaderS_0Service
(3 VirsaCCFun oService

o * _0Service

(2] VirsaCCOrgRulesS_3Service

(3 VirsaCCRisks_0Service
RIVirs0CCRiskAnalysisService
() VirsaCCSODViok
() VirsaCCSODVs
() VirsaCCWFExitServices_2Service
() WSConnector

D wssproc

3. Click on the test in the menu path.

THE BEST-RUN BUSINESSES RUN SAP

VirsaCCRiskAnalysisService Heed Help?

Overview

wsoL
it owdf6606: 50000 MrsaCCRikAnalysisSenvice/Confg 1wsd

Description:

Deserpton not specified

UDDI Publications:
Service & not publshed

Features:

Design-time features for Port Type: VirsaCCRiskAnalysisV1_Document

Feature

Feature

4. Click on the execRiskAnalysis method.
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Wms BEST-RUN BUSINESSES RUN SAP

VirsaCCRiskAnalysisService Heed Help?

flesttpes 2 parameters)

5. Enter the following parameters.

objRange (From & To) = (User Range value)
objType = 1 (For User)

reportType = 1 Summary / 2 Detalil

sysKey = J1E (System id)

offlineAnalysis = true (PC 3.0 only supports offline risk analysis)

THE BEST-RUN BUSINESSES RUN SAP

Overview

Request Response
i exscriskanalysis § exachiskanslysis
S Cresponse (test types o2 Erechiskdnalysisfe sponse)
Bl parameters (testdvpes. o2 ExechiskAnatysis) B Gt Rasnonse (tastiypes RARasetDTD)
-7 rainputparam (festtypes WSRAInputPeramo TO) 03 retumcode (integer) 8
. . ) returnMesg (sering) SN
{) criticalaction (Boolean) false 5 €3 violetingObild ftesttypes.
) criticalRole (Booiean) fase ftost.trpes, 500
H ) cusGrpRange (test.types. WSRange DataD TOL]) ) DOIC
Bl elementl (fest fypes. WSRangeDatan T0)
1] fromialus (S#ring)
[ tovalue (String) ) obji
[} ignoreExpiredUsers (Boolean) false
[ ignoreLackedUsers (Boolesn) fake

soltingtisers(]) Displaying & elements of &
toglsers)

= Jelemnentl

Natinglirers) |

) objName

) ignoreMitigation (Boalean) false

1) includecrossSystemanalysis (Soalean) false
) lang (string)

El4=9 objRange (test.tppes.WSRangeDatadTO)
ErC3)elementl (test ypes. WiRangeDatad O )

= ZJ elemnentd {tost.types. SOV oatinglisers)
{J ebjl ng) DO429S
) ebiame (Striag) Frank Bannen

S (7] elemnents {tese.rypes. SOOVRISNGUTErs)
- fromvalue (String) D042933 D) objID (String) DO3906E
1) tovalue (Stng) ) objName (String) Thomas Betsch
1) obiType {integer] 1 5 = slements (test.types SODVRlatingtirers)
) offlineanalysis (Boolean) |t 1) obj10 (String) DO3024
B3 orglevellnfo (fest.types WSRAINpUIPSramOrGLEVSIDTO) ) ebjame (String) Jueigen Mosler

) orgLevel (String)
=) JorgRules (testiypes WiRangeDatal TOL])
| B slementl (tssttupes. WSRangeDsta0TO)
L) fromvalue (Stng)
H ) tovalue (S#ring)
E-Sgorgvalues (test.iypes. WSRangeDataDTOF)
- elernentl (testtppes WiRangedatalTO)
[ fromvalue (String)
L) tovalue (String)
) permissionDetail (Bociean) fake
=13 profiletoadd (test.types. Frofile ToAdIOTOT)
E-Celementl (festippes. Profile TodddDTo)
1 profile (String)
-] syskey [Siring)
=] a profiletodelete (fest types.Profile ToDeleteDTOT)

[ IS P P

- Pl TR A AT
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6. Click on the Send Button.

THE BEST-RUN BUSINESSES RUN SAP

role (String) FsKIP

-
1) svsiey (String) rskp
5 S rolestodelate (st tvpes. Sok i) Cseiw B
B Celementl (test.types RoleToDekte0TO) MNULL R
) role (String) rskip

1) srskey (String) sk
B S ruleSet (testtypes WiRangeDataoTOl) SKIP [
S-S elerment] (test.types WSRangeData0To) MNULL B
) fromialue (String) Fseip
) tovalue (String) sk
53 siminfo (test.types WSRA InputearsmsSinnfo0To) [SKIP
{3 excludeValues (Boolean) foe
{1 riskFromSimonly (Boclean) lalse
E-CgsimObiRange (test types WSRange0ata0 o) [ skie [
=g elementt (test.types. WiRangeoataoTo) FnuLL (B
1) fromValue (String) (U413
1 tovalue (String) s
) simobjType (integer) 0
B3 (test.typas e ) Csere (@
S-Sgelement (testtupes. RERDIsFermissionDatsnTo) TNULLER
) action (sering)

sKIP
1) fiald (string) rskip
1 high (sering) rskip
) tow (String) sk
1) object (String) rskie
0 simSyskey (String) Cskip
{3 simSysType (String) rskie
) syskey (String) PRI rserp
[ sysRange (iave.w. Arrapiist) Skip| Bosleon = [
() useSimututhobionly (Sooiean) Fale
1) userType (String} sk

S CJuseGrpRange (test.types WiRange0ata0Tof]) TsKIp [
B CHelementl (test.types WERangeDatsOTS) MNULL B
) fromvalue (String) rsk1p
L) tovalue (String) sKIP

[Timeout (seconds): B0

Send

J{EX}

7. Enter the user id/password for AC 5.3 system and Click on the Submit button.

THE BEST-RUN BUSINESSES RUN SAP

Home Overview WsDLs Tesk

YVirsaCCRiskAnalysisService

Authorization

The selected endpoint requires basic authentication, Please, enter correct username and passward:

Username; 1816747

Password: sessss

Submit |

8. If the web service is running ok then you should get a response message with return code 0 and
return message as Success. You will also get the entire violated users list in the response message.
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THE BEST-RUN BUSINESSES RUN SAP

Overview

Request
i exscriskanalysis
B parameters (festippes.p? ExecRiskdnalysis)
B3 rainputparam (Festippes, WSRAInpUIParamOTO)
{) criticalaction (Boolean) false
) criticalRole (Booiean) fase
E5 cusGrpRange (test.types WiRkangeDataD TOLT)
B9 elementl (test iypes WiRangeDatad T0)
1] fromialus (S#ring)
[ toWalue (String)
) ignoreExpiredUsers (Boolean) false
) ignoreLackedUsers (Boolesn) fake
) ignoreMitigation (Boalean) false
1) includecrossSystemanalysis (Soalean) false
) lang (string)
E)obiRange (testipoes Wikangelata0TOMT)
El-C9elementl (fest fypes.WSRangeDatat TO)
[ fromvalue (S#ring) D042933
1 tovalue (Sting)
{) ohiType (Integer) 1
1) offline&nalysis (Bootean) trug
B3 orglevellnfo (fest.ippes, WERAInputParamOrglevelOTo)
) orgLevel (String)
=) JorgRules (testiypes WiRangeDatal TOL])
| B slementl (tssttupes. WSRangeDsta0TO)
L) fromvalue (Stng)
; S tovalus (String)
E-Sgorgvalues (test.iypes. WSRangeDataDTOF)
- elemnentl (testtppes WiRangedata0TO)
[ fromvalue (String)
L) tovalue (String)
) permissionDetail (Bocisan) lfake
=13 profiletoadd (est.types. Frofle ToACGOTCT)
E-elementl (test iypes. Profile ToAddOTO)
1 profile (String)
-] syskey [Siring)
T profiletodelets (testippes. Profile ToDeleteDTOT)

[N PSS R

,,,,, P a T AR Al a T

Response
§ sxacriskanalysis
5 Sresponse (test.types o2 ExecRiskAnslysisResponse)
£ G Ressonce (testtypes RARESUEDTD)
) retumcods (integer) B
() returamesg (sering) EEEEE
d

= (2 violabingOb)td (test.trpes.

solatingtisers]) Displaying 6 elements of &
(st trpes 5O gUrsers)

DoIC

ing)  SHAIK
5 SOOVIRIRtngUrers)

) D297

) objlD (Stn

) objName wng) Frark Rambo
= £ elementd {tost.types. SOVl tinglisers)
{3 ebjio ) DO42538

) ebihame ) Frark Bannedt
S g elements {test. NstngUrers)
) obj10 (String) 0033065
) objName )
= 1 elernenté {test.fyp
1) bjlO (Serng) DO3N
) objName (String) Justgen Mosler

9. Select the web service VirsaCCSODViolatedUsersWS from the web services list. Click on the test
option in the menu path. Click on the method execSODUserAnalysis to test.

D
S
yrn! BEST-RUN BUSINESSES RUN SAP

_

VirsaCCSODViolatedUsersWs

Test

Operations.

execSODUserAnalysis (1est types p1 ExecSODUserAnalysis parametsrs)
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10. Enter the user range in the objRange parameter.This parameter also supports Wild card character.

THE BEST-RUN BUSINESSES RUN SAP

@ execsoDUserAnalysis

S 3 parameters (test.types o1 ExecsO0Usoranalysis)

53 test.types WSSODInput 0) FNULL
() ignoreMitigation (Boolean) e

= 3 0bjRange (test.typos WSRangeDatal

types WSRangeos

0 tovalue (st

() sysRange (fava.util.ArrayList) [MsKIp|Bockean =l =Y

Tineout (seconds): 21474838

Web Services @ 549

11. If the web service VirsaCCSODViolatedUsersWS is running ok then you should get a response
return code 0 and return message success with all the violated users.

THE BEST-RUN BUSINESSES RUN SAP

Request Response Need Help?
Useranalysis
anse (test.type: OUserAnalysisResponse)

Iseranalysis q exe
Useranalysis)

tars (test.types o Execs
types.w
1) inoreMaigaton (800
& CJobiRange (test.ty
Sgel 0

Web Services  S4°

{3 objhame (
= 3 element? (¢
Q) objto (st

) sysRange (ava.uti Arraytist)

= 3 elements ypes. SO0ViclatingUsers)

0 objio ( ) D032

1) objame (String) Jusigen Moster
[POST /VirsaCCSODViolatedUsersvus/ConfigVi Al HTTP/1.1 200 OK ;]
Host: grc-rig-05:50000 Connection: close
[Content-Type: text/xml; charset=UTF-8 Server: SAP J2EE Engine/7.00
|Connection: close iContent-Type: text/xml: charset=UTF-8
|Cookie: <value i3 hidden> Date: Tue, 26 Aug 2008 22:35:05 GHNT
lcookie: <value i3 hidden>
Authorization: <value is hidden> <SOAP-ENV: Enve lope sanins:SOAP-ENV="http:
|Content-Length: 753
|SOAPAction: ™"

WrapUewrap Wrapunwrap
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PC 3.0 Application

To establish the connection between PC 3.0 and AC 5.3 application the RFC destination needs to be
created in the PC 3.0 application.

4.4  Create the RFC destinations for Risk analysis
and User Violations

Authorization requirement

1. Before creating the RFC destination please check that the RFC User has sufficient
authorization and access.

2. Also check that the User ID provided in PC3.0 RFC destination should be a valid user in
AC5.3 RAR. This user should have the administrator role assigned in the AC5.3 RAR system
to access the web services.

Steps

1. Go to Transaction code SM 59, Select category

nod

Server 6, Hit create button to create the RFC dest.i

will send the rule query from PC3.0 system to AC5.3 system using the Risk Analysis web
service.
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