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1. BUSINESS SCENARIOS

SAP supports following third-party reverse proxy solutions:

1 Apache reverse proxy for Native and Hybrid applications

1 Nginx for Agentry applications

When adding a reverse proxy, determine the mobile application types you need to support.

Application Type | Reverse Proxy

Native Apache
Hybrid Apache
Agentry Nginx

MBO RelayServer

Apache Server:

To support HTTP based clients that are designed to consume SAP Mobile Platform Server services, customers
can optionally implement an Apache Reverse Proxy instead of a Relay Server in their production environment.
When a customer use Apache HTTP Server as the Reverse Proxy and Load Balancer solution for SAP Mobile
Platform 3.0, it 6s toseatyasanvirgnment containing all the needed resources. In this guide, we will
illustrate how to set up an Apache server containing all the needed components for testing the load balancing,
failover, http, one-way http and two-way https communication scenarios.

Relay Server:

Relay is typically used for MBO based applications but it can also be used for OData applications. Section 5 will
illustrate on how to expose SAP Mobile Platform OData services using Hosted Relay Server.

Nginx:

Nginx (pronounced "engine-x") is an open source reverse proxy server for HTTP, HTTPS, WebSockets protocols
and as well as a load balancer. NGINX supports WebSockets by allowing a tunnel to be setup between a client
and backend servers. Nginx is typically used for SAP Agentry based applications.

Difference between Apache and Nginx servers can be found in the following link:
http://www.wikivs.com/wiki/Apache_vs_nginx

2. PREREQUISITES

All the server names used in this documentation are used to demonstrate end-to-end technical scenarios and for
mockup purposes only. Following are the prerequisites and software details:
SMP

To test the load balancing scenarios, we installed 2 Node SMP Cluster with ASE as the Database Node.

SMP version: SMP 3.0, SP 4

Database Node: sp-tivm74.wdf.sap.corp (We tested all the scenarios on ASE and HANA Database)
SMP Cluster Node 1: pvs9096.wdf.sap.corp

SMP Cluster Node 2: pvs9097.wdf.sap.corp
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Apache server

A typical usage of reverse proxy is to provide mobile user access to SMP servers that are behind the
corporate firewall so Apache HTTP server is installed in a DMZ area. In addition, Apache HTTP server is
used to balance load among several SMP back-end servers.

1 Apache Version: Version 2.4
1 Apache Server Node: ushplvm1383.phl.sap.corp
1 Notepad++ http://notepad-plus-plus.org/

Relay server

1 Registration with Sybase Hosted Relay Server
Nginx

1 Nginx Version: nginx-1.7.2

1 Nginx Server Node: ushplvm1384.phl.sap.corp
1 Notepad++ http://notepad-plus-plus.org/

RestClient

OData Testing Tools: Sample SAP OData Gateway service is configured on the SMP Server. To test the OData
services, any of the following REST Client tool can be used:

T Chrome Postman
i Firefox RESTClient
T SOAPUI Tool

Assumptions:

1 For SSL configuration, self-signed certificates are not used in below examples; we used internal SAP CA
for signing all the servers and client certificates

1 SMP 3.0 Cluster Installation is done prior to this setup

1 Relay server installation is done prior to this setup (if hosted solution is not in scope)

3.0 SAP MOBILE PLATFORM CONFIGURATION

SMP Platform cluster installation is not covered in this document. Please refer to installation docs for How
to install and configure SMP 3.0 in a cluster environment.

http://help.sap.com/smp303svr
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3.1 OData Registration on SMP Platform
This section we will cover OData registration on SMP and testing OData with Rest Client in following steps:

a) Login to SMP Management Cockpit

b) Provide application details

c¢) Provide OData details

d) Provide Authentication Profile details
e) Provide Authentication Provider details

Configuring the oData application

1. Open web browser (i.e Chrome or any web browser that supports HTML5)
2. Type the cockpit URL address (i.e https://<host-name>:8083/Admin)
3. Enter the user ID password. By default:
a. userlD: smpAdmin
b. password:s3pAdmin ( Note: If you change the password during installation, type the new
password)

4. Click on Login to log into the cockpit
5. Once logged in successfully, click on APPLICATIONS tab
6. Click on the New button to create a new application for our OData back-end Endpoint as shown below:

HOME APPLICATIONS SETTINGS REPORTING LOGS

APPLICATIONS REGISTRATIONS USERS
s

Applications:All (1)

Mew Import Refresh

7. 0nce you click on the New button, you should see the following screen below, fill up with the information
that is shown on the screen

g an
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MNew Application

ID ¥ odataflight
Marne * | Flight App

©00|x

Wendor | gap

Type | pative v

Description | Flight Application for testing purposes

Save | Cancel

8. Click Save when you are done
9. Now we should see the following screen

APPLICATION OVERVIEW BACKEND AUTHENTICATION CLIENTPOLICY PUSH CLIENT RESOURCES OFFLINE
odata.flight Endpoint *

Internal
Use System Proxy

Allow anonymous access

ABOUT
Marne: Flight App User name
Description: Flight Application far Password
testing purposes
apue Kerbetos Support
Type: Mative
Realm
Wendor. SAP
Created on: 19/07/2014 gerice Hame
Push URL: Maximurm Connections ¥ | 500
Change Cerlificate alias
STATUS Rewrite Mode | Rewrite URL in SMP -
Relative Path
@ Security profile is empty or invalid '@'

@ Endpointis empty or invalid

Back-end Connections: All (0)

Mew  Show Application-specific Connections

Enabled for Application Connection Name = | Endpaoint

Save | | Close

10. Provide the gateway Endpoint information under BACK END Tab

a. We need the URL of the Endpoint
b. If the Endpoint requires an authentication, select Allow anonymous access and type and provide

user name and password for backend authentication
c. Check rewrite

NOTE: Test and validate backend OData connections prior to this setup.




11. The BACK END tab information should look like the screen below

OVERVIEW BACKEND AUTHENTICATION CLIENTPASSWORD POLICY PUSH CLIENTRESOURCES
F.

Endpoint * hitp:ifusphlrig21.phl.sap.corp:8000/SAPIOPLICDATANWFNDIRMTSAMP @
Jse System Proxy

+ Rewrite URL

W Allow anonymous access
Username | wi-mm-4
Password | ssessses

Maximum Connections * | 5000

12. Click on AUTHENTICATION tab

APPLICATION OVERYIEW BACKEND AUTHENTICATION CLIENTPOLICY PUSH CLIENT RESOURCES OFFLINE
odata flight
SECURITY PROFILE
*Profile Name | Erter Mew Profile -
ABOUT
Marme: Flight spn + CheckImpersonation
Description: Flight Application for
T TS AUTHENTICATION PROVIDERS -
Type: Native add
Yendor: SAP
Created on: 19/07/2014 Type Description Contral Flag Cielete Up Ciown
Push URL:
Change
Mo data
STATUS

@ Security profile is empty or invalid




13. Under SECURITY PROFILE, enter the name of the security profile, in our example we are using

fihttpSe
APPLICATION

co for

odata.flight

ABOUT

Mame: Flight App

Description: Flight Application far

testing purposes

Type: Mative
Wendor, SAP
Cregted on: 190772014
Push URL:

STATUS

B security profile

Change

is empty or invalid

our

security profile name
OVERVIEW BACKEND AUTHENTICATION
SECURITY PROFILE
*Profile Name | hitpSec v

+ CheckImpersonation

AUTHENTICATION PROVIDERS FOR HTTPSEC
Add

Type Diescription

14. Click on the New button to associate an authentication provider for our security profile

APPLICATION

odata.flight

ABOUT

Marme

Desctiption

Type

Yendar:

Created on

. Flight App

- Flight Application far
testing purposes

. Mative
SAP
S 9aTiz0T4

Push URL:

STATUS

Change

B security profile is empty or invalid

OVERYVIEW BACKEND AUTHENTICATION
SECURITY PROFILE
*Profile Name | hitpSec hd

' Checklmpersonation

AUTHENTICATION PROVIDERS FOR HTTPSEC
Add

Type Cescription




15. We should see the authentication provider screen

Add Authentication Provider - No Authentication Challenge

Authentication Froviders: | Mo Authentication Challenge -

*Control Flag | optional -|@

Provider Description

Cancel

dropd

16.From the Authentication provider, <c¢lick on the
Add Authentication Provider - No Authentication Challenge x
Authentication Providers:
Mo Authentication enge
Systemn Login (Admin Onlyy
*Contral Flag Populate JAAS Subject Fram Client
Provider Description #.509 User Certificate
P HTTR/HTTP S Authentication
. TR TS Athertcati]
. i
Directory Service (LDARIAD) ! e
Save || Cancel
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17. We should see the following screen

Add Authentication Provider - HTTPIHTTPS Authentication X
Authentication Providers: HTTRHTTPS Authentication v -
| GENERAL | ADVANCED
*Contral Flag | optional ~
Provider Description
*URL
Digable Server Certificate Validation
HTTF Cannection Timeaout Interval 60000
Client HTTP alues Ta Send
SendClientHttpaluesAs
Try Basic Auth if Token Auth Fails
Successful Connection Status Code | 200
550 Cookie Name
Credential Mame hd
Save | Cancel

18. All you have to do here is provider the URL address which is the same as the Endpoint that we used

Authentication Provider Settings - HTTP/HTTPS Authentication

Contral Flag | required Description | httpSec

%URL | http:fiusphirig21.phl.sap.corp:8000/SAP/OPUIODATAINWF!

Disable Server Certificate Validation
HTTP Connection Timeout Interval | 120000
Send Password As Cookie
Client HTTP Values To Send
SendClientHttpValueshAs
Try Basic Auth if Token Auth Fails

Successful Connection Status Code | 200

19. Once you are done, click the save button
20. You should see the following success message indicating everything is OK

Authentication Provider Changes

000

®

X

0 Authentication Provider successfully added. Save vour Secarity Profile to Update yvour changes.

Ok

11



21. Click Save again to save now the new security profile as shown below

APPLICATION OVERVIEW BACKEND AUTHENTICATION CLIENT POL
odata.flight ~
SECURITY PROFILE
*Profile Name | httpSec w
ABOUT
Marne: Flight App v CheckImpersonation
Description: Fliaht Applicatian for
testing purposes AUTHENTICATION PROVIDERS FOR HTTPSEC
Type: Mative Add
Wendor, SAP
Greated on: 19(07/2014 Type DRSO Gl
Fush URL: hitp:fDEWWDFWSSP 397 HTTRIHTTPS Authentication
Change
STATUS
0 Security profile is empty arinvalid
v
H
Save Close
22. You will be asked to Confirm the update, click Yes
Confirm Update x
Are you sure you want to update the application?
23. You should see the following:
APPLICATIONS  REGISTRATIONS  USERS
Applications:All (1)
I ey Irmport Refresh Filter by 1D v
Application 1D =  Mame Type Vendor Status Reagis
odata.flight Flight App Mative SAP 0

12



24. To make sure if our Endpoint is working correctly, select the row as shown below by clicking on it:

Applications:All (1)

Mew Delete Impart Esxpart Refresh Fing Filter by 1D v
Application 1D = MName Type “Wendar Status Registra
odata flight Flight App Mative SAP 0

25. Now click on the Ping button as shown below:

HOME APPLICATIONS CLUSTER SETTINGS REPORTING LOGS

APPLICATIONS REGISTRATIONS USERS

Applications:All (1)

W Celete Impart Export Refresh

Application 1D = Mame

. odataflight Flight App

26. If the Endpoint is reachable, you will get the following message below:

Ping status: All {1) xX
URL Profile Sta Status Description
hittpeifusphliig21.phl.sap.corp:2000iSAP/OPLUIO DATANWF NDIRMTSAMPLE. . Backend profile O Backend system reached successfully

13
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3.2 Testing backend OData Services through SMP Platform

For this test as we mentioned in requirements section, we are using POSTMAN Rest Client to onboard the
application, to do the onboarding, do the following:

1. Invoke POSTMAN RESTCIlient, you should see something similar to the screen below, if this is a fresh
installation of POSTMAN RESTClient

i v - | | S
« C A | [ chrome-extension://fdmmgilgnpjigdojojpjoccidkmecomem/index.htm Ty &G =
Normal <® Noenvironment *
E quest URL here GET A @ URL params @ Headers (0)

Collections ﬁ Enter request URL here
Mothing in your history yet. You can automatically save Preview Add to collection @
and access your sent requests here.

2. The first thing we need to do is provide the URL of any one of the SMP cluster nodes, the URL should look

like this
http://<host-name>:8080/odata/applications/latest/odata.flight/Connections

B *

Hormal 4® Mo environment

GET T & URL params & Headers (0)

http://pvs9096 wdf sap corp/odata/applications/latest/odata flight/Connections

Preview Add to collection

3. Change the operation method to POST as shown below

Normal a® Mo environment =

http://pvs9096 . wdf sap.corp/odata/applications/latest/odata flight/Connections POST v

form-data sx-www-form-urlencoded raw

Value Text v

Preview Add to collection

4. Now we need to set the Content-Type = application/atom+xml;charset=utf-8 , to do that, do the following:
a. Click on Headers as shown below:

14
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Hormal a® Mo environment~ *
http-//pv39096 wdf sap corp/odata/applications/latest/odata flight/Connections POST v & URL params & Headers (0)

form-data = x-www-form-urlencoded raw

Text v

Preview Add to collection E

b. You should see the following:

Normal @@ Noemvironment B #
http://pvs9096 wdf sap.corp/odata’applications/latest/odata flight/Connections POST v @ URL params & Headers (0)
Manage presets

form-data | x-www-form-urlencoded raw

Text v

Preview Add to collection E

c. Inthe header field type Content-Type as shown below:

Hormal 4@ Mo environment
http://pvs9096 wdf sap.corp/odata/applications/latest/odata flight/Connections POST v
Content-Type | 0 Manage presets

d. For the Content-Type value, type application/atom+xml;charset=utf-8, now you should see
something like the screen below:

Hormal a® No environment
http://pvs 9096 wdf sap.corp/odata‘applications/latest/odata flight/Connections POST v @ URL params
Content-Type application/atom+xml.charset=utf-3 9 Manage presets

(~]
(~]

form-data = x-www-form-urlencoded raw

Text v

Preview Add to collection

5. Provide OData credentials:
a. Click on the Basic Auth, you should see something like the screen below:

15



Basic Auth Q@ Mo environment -

Username Note

The authorization header will be
Password generated and added as a custom
header.

Refresh headers

b. Type the OData End-point user ID and password:

Basic Auth a4 Mo environment -

Username 327545 Note

The authorization header will be
Password srssmaans generated and added as a custom

'\-‘i header.

Refresh headers

c. Now click Refresh headers, you should see the following:

Normal «a® Mo environment -
http://pvs9096 . wdf sap.corp/odata/applications/latest/odata flight/Connections POST
Content-Type application/atom+xml;charset=utf-8 Q Manage presets
Authorization Basic ZmluZmFjdDpmaWamYWHNO 0
(]
form-data = x-www-form-urlencoded raw
Text v

Praview Add to collection

6. If you want to associate a custom ID when you register your application, you can add the header X-SMP-
APPCID to the header section and provide any value. Or you can leave it blank and SMP will associate a
GUID with it. For this test, we are providing a custom ID. Next for registration purpose, provide some value
X-SMP-APPCID = KOLAIDS, to do that, do the following:

a. Click on the Normal Tab

16



7. In the header section as shown below, type the Header, X-SMP-APPCID as shown below:

Hormal 4 Mo environment -
http://pvs 9096 wdf sap.corp/odata/applications/latest/odata flight/Connections POST
Content-Type application/atom+xml;charset=utf-8 Q Manage presets
Autharization 1 2 Basic ZmluZmFjdDpmaWWsmYWNO Q
£ -\
K-SMP-APPCID KOLAIDS Q

form-data x-www-form-urlencoded raw

Text v

Preview Add to collection

8. Now we need to provide a body, click on raw tab as shown below:

Normal a® Noenvironment«
http://pvs9096.wdf sap.corp/odatalapplications/latest/odata flight/Connections POST v
Content-Type application/atom+xml;charset=utf-8 Q Manage presets
Authorization Basic ZmluZmFjdDpmaWsmYWHM0 Q
X-SMP-APPCID KOLAIDS Q
~N
form-data s-www-form-urlencoded raw XML~

Preview Add to collection

9. In the body section, paste the following XML code below:

<?xml version="1.0" encoding="UTF-8"?>

<entry xml:base="http://pvs9096.wdf.sap.corp:8080/odata/applications/latest/odata.flight/Connections"
xmlns="http://www.w3.0rg/2005/Atom"
xmlns:m="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata”
xmins:d="http://schemas.microsoft.com/ado/2007/08/dataservices">

<content type="application/xml">

<m:properties>

<d:DeviceType>Windows</d:DeviceType>

</m:properties>

</content>

</entry>

10.You should see something like that:

T @ URL params

@ URL params

17



Normal 4 MNoenvironment +

http://pvs9096.wdf sap.corp/odata/applications/latest/odata flight/Connections POST v & URL params
Content-Type application/atom+xml;charset=utf-8 0 Manage presets
Authorization Basic ZmluZmFjdDpmatWamYWHho 0
X-SMP-APPCID KOLAIDS 0
Header
form-data = x-www-form-urlencoded raw ML -

<?xml version="1.8" encoding="UTF-3"%>

<entry xml:base="http://pvs9896.wdf.sap.corp/odata/applications/latest/odata. flight/Connecticns™
wmlns="http://www.w3.org/2885/Aton"” xmlns:m="http://schemas.microsoft.com/ade/2007/83/dataservices/metadata”
xmlns:d="http://schemas.microsoft.com/ade/2007/83/dataservices">

<content type="application/xml">

<m:properties>

<d:DeviceTyperWindows</d:DeviceType>

</m:properties>

</content>

</entry>

Preview Add to collection

NOTE: the Authorization Basic value may vary since the user id and password it may not be the same as our
credential information.

11.Test the service Click Send button, if everything goes well, you should see the following below which
indicates the application is successfully registered on SMP server.

Body BTN 201 Created [T 75 ms

Pretty = Raw  Preview w Q g  HMLr R

<?xml version="1.8" encoding="utf-8"7?>»

Lentry
xmlns="http://wwu.w2.org/2685/Aton"
xmlns ‘hitp://schemas.microsoft.com/ado/2667/68/dataservices/metadata”
xmlns:d="http://schemas.microsoft.com/ado/2067/08/dataservices” xml:base="

http://pws9896.wdf.sap.corp: 8888/ /odata/applications/latest/odata. flight/">»

<id>http: s0806.wdf.sap. corp: 8886/ odata/applications/latest/odata.flight/Connections{ 'KOLAIDS )</id>

<title type="text"></title>

<updated>2@14-86-16T23:168:54Z</updated:>

<authar>

<name></name>

</author>

<link rel="edit" title="Connection" href="Connections{ KOLAIDS )"»</link>

<category term="applications.Connection" scheme="http://schemas.microsoft.com/ado/2887/88/dataservices/scheme"»</category>

<content type="application/xml">

<m:properties>
<d:ETagr2814-86-17 81:10:54.8</d:ETag>
<d:ApplicationConnectionId>KOLAIDS</d:ApplicationConnectionId>
<d:AndroidGcmPushEnabled m:type="Edm.Boolean">false</d:AndroidGcmPushEnabled>
<d:AndroidGemRegistrationId m:null="true"></d:AndroidGcmRegistrationId>
<d:AndroidGemsenderId></d: AndroidGemsenderId>
<d:ApnsPushEnable m:type="Edm.Boolean">false</d:ApnsPushEnable>
<d:ApnsDeviceToken m:null="true"></d:ApnsDeviceToken>
<d:ApplicationVersion>1.8</d:ApplicationVersion>
<d:BlackberryPushEnabled m:type="Edm.Boolean">false</d:BlackberryPushEnabled>
<d:BlackberryDevicePin m:null="true"></d:BlackberryDevicePin>
<d:BlackberryBESListenerPort m:typ Edm.Int32">8</d:BlackberryBESListenerPort>
<d:BlackberryPushAppID m:null="true"></d:BlackberryPushAppID>
<d:BlackberryPushBaseURL m:null="true"»</d:BlackberryPushBaseURL>
<d:BlackberryPushListenerPort m:type="Edm.Int32">8</d:BlackberryPushListenerPort>
<d:BlackberryListenerType m:type="Edm.Int32">8</d:BlackberrylListenerType>
<d:ConnectionLoglevel >NONE</d:ConnectionLoglLevel>
<d:CustomizationBundleId m:null="true"></d:CustomizationBundleld>
<d:CustomCustoml></d: CustomCustoml>
<d:CustomCustom2></d: CustomCustom2>
<d:CustomCustom3></d: CustomCustom3>
<d:CustomCustomd»</d; CustomCustomsd>
I <d:DeviceModel m:null="true"></d:DeviceModel>

Similarly, now you can test GET operation with following inputs as shown in the below screen:

18



URL: http://pvs9096.wdf.sap.corp:8080/odata.flight/
Operation = GET

Authorization = Basic d2YtbWOtNDp3ZWxjb21l
X-SMP-APPCID = KOLAIDS

8

Normal

odata. Aight-get ,2

ot detalls I
: © Y

Ritp N pvsO0DE wal sap cérp B08Nodata, Rght/ GET .
-SSP APPCID i} KOLAIDS Add presst = Manage presets
Authorization z Basic d2YIEWMNDpIZWb2 11

“ Save Praview Tests Add to collection

Click Send button. 200 OK status is displayed with XML output as shown below.

Body mzmuk LBDems

Pretty Raw  Preview - Q |z HTMLY W

<?xml version="1.8" encoding="utf-8"?>
<app:service xml:lang="en" xml:base="http://pvs9@806.wdf.sap.corp:888@/odata.flight/"

xmlns:app="http://www.w3.0rg/2067/a
xmlns:atom="http://www.w3.org/2085/Aton"

xmlns:gp="http://www.sap.com/Protocols/SAPData/GenericPlayer”
xmlns:m="http://schemas.microsoft.com/ado/2687/68/dataservices/metadata”
xmlns:sap="http://www.sap.com/Protocols/SAPData"
xmlns:ux="http://www.sap.com/Protocols/0DatadSAP/UX" >
<app:workspace>
<atom:title type="text"»Data</atom:title>
<app:collection sap:pageable="false" sap:content-version="1" href="BookingCollection"»
<atom:title type="text"»BookingCollection</atom:title>
<sap:member-title>Flight Booking</sap:member-title>
</app:collection»
<app:collection sap:creatable="false" sap:deletable="false" sap:content-version="1" href="Carriercollection">»
<atom:title type="text"»CarrierCollection</atom:title>
<sap:member-title>Carrier</sap:member-title>
</app:collection»
<app:collection sap:label="Travel Agencies" sap:searchable="true" sap:content-version="1" href="TravelagencyCollection">»
<gtom:title type="text">Travel Agencies</atom:titlex
<sap:member-title»Travel Agency</sap:member-title»
<atom:link href="TravelagencyCollection/OpenSearchDescription.xml” rel="search" type="application/opensearchdescription+xml”
title="searchTravelagencyCollection"/>
</app:collection>
<app:collection sap:searchable="true" sap:content-version="1" href="TravelAgencies">
<atom:title type="text">TravelAgencies</atom:title>
<sap:member-title>Travelagency</sap:member-title>
<atom:link href="TravelagencyCollection/CpenSearchDescription.xml” rel="search" type="application/opensearchdescription+xml”
title="searchTravelagencyCollection"/>
<fapp:collection>
<app:collection sap:searchable="true" sap:content-version="1" href="TravelAgencies_DQ">
<atom:title type="text">TravelAgencies_DQ</atom:titles
<sap:member-title>Travelagency_DQ</sap:member-titles>
<atom:link href="TravelAgencies_DQ/OpenSearchDescription.xml” rel="search” type="application/opensearchdescription+xml”
title="searchTraveldrencies NO"/ %

To validate the registration completion on SMP, login into SAP Management cockpit and verify registration
count.

P N
1 1 3
Applications Users Registrations

Click Registrations, you should see registration ID with unknown type (browser).

19


http://pvs9096.wdf.sap.corp:8080/odata.flight/

APPLICATIONS REGISTRATIONS USERS
-
Search Criteria -
Application Time Frame User
Application ID | ALL v From Jun 16, 2014 [T 1836 | hrs User Name
To | Jun 18,2014 1936 hrs
Search
Registrations:All (2)
Filter by  Device Type ~ Q,
T Registration ID Application ID Device Type User Name Registration Time Client Log
KOLAIDES odata.flight Unknown wi-mm-4 Jun 17 2014 01:10:54 CEST [;(

With this we successfully registered and tested backend OData on SMP.

configuration on SMP.

Next we will configure jvmRoute

20



JVMRoute Config

3.3 SMP jvmRoute Configuration

Each SMP instance of the cluster gets an individual name which is added at the end of the session id. When the
load balancer sees a session id, it finds the name of the SMP instance and sends the request via the correct
member worker. For this to work you must set the name of the SMP instances as the value of the jvmRoute
attribute in the engine element of each SMP default-server.xml. The name needs to be equal to the name of the
corresponding load balancer member. Following are three main steps:

1. Edit default-server.xml of SMP server nodes of the following
Location: <dir>\config_master\org.eclipse.gemini.web.tomcat\default-server.xml

2. Specify the jvmRoute as a unique string for the node as shown below:

<!-— ¥You should set jvmRoute to support load-balancing via &JP je

<Engine name="Catalina" defaultHozt="localhost" JjvmRoute="jwvml">>

-

<Engine name="Catalina" defaultHost="localhost" JjvmBoute="EMPServerNode96">
<!-- TUze C5I realm --X

For pvs9096, jvmRoute=SMPServerNode96 =0make sure there i
For pvs9097, jymRoute=SMPServerNode97
3. Restart the SMP server

Next section we will focus on how to use apache as a reverse proxy and load balancer solution for SMP 3.0
Platform.

21



4.0 SMP 3.0 ARCHITECTURE AND APACHE SERVER SETUP

Below diagram is the sample architecture for SMP cluster and apache server setup. In the following, we will
provide configuration steps to setup plain HTTP, one-way HTTPs and mutual authentication.

Client DMZ Internal Network

Cluster setup

Qs

Reverse Proxy

usphlvm1383
Windows Tablet

Proxy Network

hitp 80 8080
hitpsone 443 8081
way
Mutual 8443 8082
hitps

NOTE: In general, Proxy and Load Balancer solutions are typically adopted in the production environment setup

so for this implementation we considered Apache with SMP cluster environment and ignored scenarios for single
SMP node.
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ApacBerver I nsta

4.1 Apache HTTP Server Installation
In this section, Apache server installation and configuration is illustrated in the following steps:

1. Download Apache
2. Configure Apache Server

1. Use the link to download the Apache HTTP Server: http://www.apachelounge.com/download/
Version used: httpd-2.4.9-win64-VC11

Prerequisite:

Download and install the Windows C++ 2012 runtime from Microsoft.com

We installed Apache in C:\\Apache?24, so extracted the ZIP file to the root of the C: drive. Apache can be
installed anywhere on your system, but you will need to change the configuration file paths accordingly

P& - comauer - o5 -

Organize v Sharewith +  New folder

T Favorites Mame « Date modified Type
B Desktop £ $Recycle Bin 6{10j2014 9:44 AM  File Folder
4 Dowrloads sdb 422014 7:49 PM File Folder
- Rerent Places . hpachez4 Gf16/2014 11:41 aM  File Folder
) Libraries bladelogic 1/29(2014 8:3LPM  File Folder
=) Dacuments & Documents and Settings 711442009 1:06 AM File: Folder

Within the folder, you will see following folder structure:

- 05{C:) ~ Apache24 ~

ry *  Sharewith +  MNew folder

Mame “

bin
cgi-bin
conf
error
htdocs
icons
include
lib
logs
manual
modules
| ABOUT_APACHE.Ext
| CHANGES, bxt
| INSTALL.ExE
| LICENSE.txt
|| LogParser.log
| NOTICE bxt
| OPEMSSL-MEWS, Ext
| OPEMSSL-README. Exk
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2. Configure Apache:
a) cd\apache24\bin

Note: httpd.exe -k install -n "Apache2.4" (this installs apache as a service)

*Ernachez. 4 dpachef/z.... Started Bukormatic Local Swskern
{Ehapplication Experie...  Processes .., Marual Local Systemn
{Ehapplication Identity  Determines... Manual Local Service
{Ehapplication Informa. ., Facilitates ... Manual Local Systemn

Port Conflict scenario: Because Apache cannot share the same port with another TCP/IP application, you may
need to stop, uninstall or reconfigure certain other services before running Apache (for example 11S). In default,
server listens on port 80 and you can change the port in httpd.conf file.

b) Edit httpd.conf file using Notepad++, located under <Drive>\Apache24\conf\
¢) To activate, uncomment following modules in httpd.conf file:

Typical proxy server will need to enable several modules. Those relevant for proxying and load balancing are as
follows:

1 LoadModule proxy_module modules/mod_proxy.so
0 The core module deals with proxy infrastructure and configuration and managing a proxy
request.
1 LoadModule proxy_http_module modules/mod_proxy _http.so
0 This module handles fetching documents with HTTP and HTTPS.
1 LoadModule proxy connect_module modules/mod_proxy_connect.so
0 This handles the CONNECT method for secure (SSL) tunneling.
1 LoadModule proxy balancer_module modules/mod_proxy balancer.so
o0 mod_proxy_balancer implements clustering and load-balancing over multiple backends.
1 LoadModule slotmem_shm_module modules/mod_slotmem_shm.so
o] memory provider which provides for creation and access to a shared memory segment
1 LoadModule proxy_html_module modules/mod_proxy_html.so
0 This rewrites HTML links into a proxy's address space.
1 LoadModule headers_module modules/mod_headers.so
o0 This modifies HTTP requests and response headers.

1 LoadModule Ibmethod_byrequests_module modules/mod_Ilbmethod_byrequests.so
o Distribute the requests among the various workers
1 LoadModule ssl_module modules/mod_ssl.so
0 This module provides SSL v2/v3 and TLS v1 support for the Apache HTTP Server
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Communicati on

4.2 Communication protocol scenarios
In this section, following protocol communication scenarios for Apache Server are covered:

1.HTTP
2.one-way HTTPS
3. two-way HTTPS

Scenario 1: In this section, Apache as reverse proxy and simple load balancing configuration using HTTP
communication is covered:

1. Configure httpd.config for plain HTTP communication

2. Restart Apache Server
3. Verify communication
4. Testing SMP OData using Apache Server URL

Proxy can be easily achieved by simply writing the below two rules in your httpd.conf file.

1 Proxypass: This directive asks the apache server to fetch data from SMP Nodes
1 ProxyPassReverse: This directive rewrites the original URL when the traffic is send back.

In this use case we have two SMP server nodes pvs9096 and pvs9097 that both listen on port 8080. The
apache load balancer listens on port 80 by default. This sets up a load balance cluster called
balancer://smpcluster that is bound to the two SMP nodes. The stickysession is the session affinity cookie to be
used.

1. In the following HTTP examples, http://usphlvm1383.phl.sap.corp:80/ is mapped to following SMP Nodes on
port 8080:

1 pvs9096.wdf.sap.corp:8080
1 pvs9097.wdf.sap.corp:8080

On each SMP node we add the unique node name that was set up in the default-server.xml file in SMP
configuration (as described in section 3.4). This configuration is necessary so that session affinity works
correctly. We can achieve load balancing using two methods: 1) SMP session ID or with 2) Apache Headers;
you can choose method based on the type of usage.

Method 1:httpd.conf template using SMP Session ID

Listen 80
<VirtualHost *:80>
ProxyPreserveHost On
ServerName usphlvm1383.phl.sap.corp
<Proxy balancer://smpcluster>
BalancerMember http://pvs9096.wdf.sap.corp:8080 route=SMPServerNode96
BalancerMember http://pvs9097.wdf.sap.corp:8080 route=SMPServerNode97
ProxySet stickysession=X-SMP-SESSID
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ProxySet Ibmethod=byrequests
</Proxy>
ProxyPass / balancer://smpcluster/
ProxyPassReverse / balancer://smpcluster/
ErrorLog "C:/Apache24/logs/error.log"
LogFormat "%h %l %u %t \"%r\" %>s %b duration:%T/%D balancer:%{BALANCER_WORKER_NAME}e
Changed:%{BALANCER_ROUTE_CHANGED}e Sticky:%{BALANCER_SESSION_STICKY}e"
TransferLog /Apache24/logs/enhancedlog.log
</VirtualHost>

Method 2: httpd.conf template using Apache Headers

Listen 80
<VirtualHost *:80>
ProxyPreserveHost On
ServerName usphlvm1383.phl.sap.corp
Header add Set-Cookie "ROUTEID=.%{BALANCER_WORKER_ROUTE}e; path=/"
env=BALANCER_ROUTE_CHANGED
<Proxy balancer://smpcluster>
BalancerMember http://pvs9096.wdf.sap.corp:8080 route=SMPServerNode96
BalancerMember http://pvs9097.wdf.sap.corp:8080 route=SMPServerNode97
ProxySet stickysession=ROUTEID
ProxySet Ibmethod=byrequests
</Proxy>
ProxyPass / balancer://smpcluster/
ProxyPassReverse / balancer://smpcluster/
ErrorLog "C:/Apache24/logs/error.log”
LogFormat "%h %l %u %t \"%r\" %>s %b duration:%T/%D balancer:%{BALANCER_WORKER_NAME}e
Changed:%{BALANCER_ROUTE_CHANGED]}e Sticky:%{BALANCER_SESSION_STICKY}e"
TransferLog /Apache24/logs/enhancedlog.log
</VirtualHost>

NOTE: mod_headers module is required to set headers.
Refer http://httpd.apache.org/docs/2.2/mod/mod _headers.html.

2. Restart Apache Server

3. Verify http communication

Validate the configuration by opening a browser and testing these URLSs:
0 http://lusphlvm1383.phl.sap.corp:80
URL should return a page with this information:

€« C'  [3 usphlvm1383.phl.sap.corp/

WMcmile Platform version: 3.0 SP3

Build - 20140330-1011
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4. Testing POST operation via Apache with HTTP. Port 80 is the default http port.

1. Invoke POSTMAN RESTClient,

== ﬂ
= C' A | [ chrome-extension://fdmmgilgnpjigdojojpjoocidkmcomemyindex.html w oy @ 8§ =
Normal 4 Mo environment = >

Caollections ﬁ Enter request URL here GET v & URL params & Headers (0)

Math hist t. Y tomaticall
2. Provide the Apache host name in the URL with http port (80), the URL should look like this

http://<apach-server-host>:80/odata/applications/latest/odata.flight/Connections
Hormal @ Noenvironment = *
http:/fusphlvm1383 phl sap corpr80/odata/applications/latest/odata flight/Connections GET v & URL params & Headers (0)

Header Value

Manage presets

Preview Add to collection m

3. Change the operation method to POST as shown below

http:/fusphivm1383.phl.sap.corp:80/odata/applications/latest/odata flight/Connections ~ POST v & URL params & Headers (0)

Header Value

Manage presets

4. Now we need to set the Content-Type = application/atom+xml;charset=utf-8 , to do that, do the
following:
a. Click on Headers as shown below:

http://usphlvm1383.phl.sap.corp:80fodatalapplications/latest/odata fight/Connections POST v & URL paran‘ls\i(?; Headers (0)

Header Value Manage presets

form-data )-www-form-urlencoded raw KML ~
b. Inthe header field type Content-Type as shown below:

http://usphlvm1383. phl.sap.corp:80/odata/applications/latest/odata fight/Connections POST v @ URL params & Headers (0)

= _
Content-Type| Value 9 Manage presets

Header Value

c. For the Content-Type value, type application/atom+xml;charset=utf-8, now you should see
something like the screen below:

http:/fusphlvm1383.phl sap.curp:ﬁuyodatatapph:atmnstlatestiodata flight/Connections POST v & URL params @& Headers (1)

Content-Type application/atomxm charsel=ut8 g%y e

Header Value

5. Provide OData credentials:
a. Click on the Basic Auth, you should see something like the screen below:
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Basic Auth Q@ Mo environment -

Username Note

The authorization header will be
Password generated and added as a custom
header.

Refresh headers

b. Type the OData End-point user ID and password

Basic Auth a Mo environment -
Username T Hote
The authorization header will be
Password sesmsanans generated and added as a custom
header.

Refresh headers

c. Now click Refresh headers, you should see the following:

Basic Auth a® No environment - *
http://usphlvm1383.phl.sap.corp:80/odata/applications/latest/odata flight/Connections POST v & URL params @& Headers (2)
Content-Type application/atom+xml;charset=utf-§ Q Manage presets
Authorization Basic aTgyNjUsOTpJoml0aWFsMTIz a

If you want to associate a custom ID when you register your application, you can add the header X-
SMP-APPCID to the header section and provide any value. Or you can leave it blank and SMP will

associate a GUID with it. For this test, we are providing a custom ID. Next for registration purpose,

provide some value X-SMP-APPCID = KOLAIDS, to do that, do the following:

a. Click on the Normal Tab
b. Inthe header section as shown below, type the Header, X-SMP-APPCID as shown below:

http:/fusphlvm1383.phl.sap.corp:80/odata‘applications/latest/odata flight/Connections

Content-Type application/atom+xml;charset=utf-2 9
Autharization Basic aTgyMjUs0Tplbml0aWWFsMTIz 9
K-BMP-APRCID KOLAIDS m
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7. Now we need to provide a body, click on raw tab as shown below:

http:/fusphlvm1383.phl.sap.corp:80/odata/applications/latest/edata flight/Connections POST
Content-Type application/atom+xml;charset=utf-8 9 Manage presets

Authorization Basic aTgyMjUa0TplbmI0aWFsMTIz Q

X-SMP-APPCID KOLAIDS Q

Y

form-data )-www-form-urlencoded raw HML -

8. Inthe body section, paste the following XML code below:

<?xml version="1.0" encoding="UTF-8"?>

<entry xml:base="http://pvs9096.wdf.sap.corp:8080/odata/applications/latest/odata.flight/Connections"
xmins="http://www.w3.0rg/2005/Atom"
xmIns:m="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata"
xmlins:d="http://schemas.microsoft.com/ado/2007/08/dataservices">

<content type="application/xml">

<m:properties>

<d:DeviceType>Windows</d:DeviceType>

</m:properties>

</content>

</entry>

9. You should see something like that:

http:/fusphlvm1383_phl sap.corp/odata‘applications/|atest/odata flight/Connections

K-SMP-APPCID kolat 9 Manage presets
Content-Type application/atom+xml;charset=utf-3 Q
Autharization Basic aTgyMNzUONTplYXJ0aDiwMTQ= 9

form-data = x-www-form-urlencoded raw AML -

<?xml version="1.8" encoding="UTF-8"2>

<entry xmlibase="https://usphlvml384.phl.sap.corp:443/odata/applicaticns/latest/odata. flight/Connections
xmlns="http:// /www.w3.crg/2885/Atom” xmlns:m="http://schemas.microsoft.com/ado/2887 /88 /dataservices/metadata”
xmlns:d="http://schemas.microsoft.com/ado/2087 /88 /dataservices”>

<content type="application/xml">

<m:properties>

</m:properties>

</content>

</entrys

Preview Add to collection
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NOTE: the Authorization Basic value may vary since the user id and password it may not be the same as our
credential information.

10. Test the service Click Send button, if everything goes well, you should see the following below which
indicates the application is successfully registered on SMP server.

Body STATUS ERICE LI TIME ELL Y

Pretty Raw Preview L Q ::[- HTML~ n

<?xml version="1.8" encoding="utf-8"?>

Juuiv. 3. org/2685/Atom"
/schemas.microsoft.com/ado/20687/88/dataservices/metadata”
/schemas.microsoft.com/ado/2087/88 aservices” xml
f.sap.corp: 86880 /odata/applications/1 t/odata.flight/
D.fsB@B&.udf.san.cum:sase'Dda:a'aunlic tions/latest/odata.flight/Connections("KOLAIDS }</id>

<title type— text"»</title
<updated>2814-86- 16T23 1a: :4 Z</fupdated>
<author>

<name></name>
</author>

<link rel="edit" title="Connection" href="Connections("KOLAIDS )"></link>
<category term="applica:iuns.Comnec:inn" scheme="http://schemas.microsoft.com/ado/20887/88/dataservices/scheme”»</category>
<content type="application/xml"»

<m:properties>

d:ETag>2814-06-17 01:10:54.8</d:ETag>

plicationConnectionId>KOLAIDS</d:ApplicationConnectionId>
droidGemPushEnabled m:type="Edm.Boolean">false</d:AndroidGemPushEnabled>
droidGemRegistrationId m:null="true"></d:AndroidGcmRegistrationId>
:AndroidGemSenderId></d:AndroidGemSenderId>

<d: m.Boolean">false</d:ApnsPushEnables>

< e"»</d:ApnsDeviceToken>

< plicationVersion»1.8</d:ApplicationVersion>

< ackberryPushEnabled m:type="Edm.Boolean">false</d:BlackberryPushEnabled>

kberryDevicePin m:null=":rue"><:d:Blac kberryDevicePin»
<d:BlackberryBESListenerPort m: typef Edm. 2"»8</d:BlackberryBESListenerPort>
<d:Blackberry yPushAppID m:null=" —rue :BlackberryPushAppID>

d: la\.<ber‘r PushBaseURL m:nul / kberryPushBaseURL>

: ckberryPushListenerPort m:typ 2" e/ d: BlackberryPushListenerPort>
\.<ber'er15:ener ype m:type="Ed 32"»8¢/d:Blackberry Listener Type>
:Connect anDgLEWel)NONEUd Conni nnLngLeweb
<d:CustomizationBundleId m:null="true"></d:CustomizationBundleld>
H omCustoml></d:CustomCustoml>

/d:CustomCustom2 >

iCustomCustom3>

: usti nm(us omd >
<d:Dev u.\el‘udel m:null="true"></d:Devicelodels

Similarly, you can test GET operation with following inputs as shown in the below screen:

URL: http://usphlvm1383.phl.sap.corp:80/odata.flight/
X-SMP-APPCID = KOLAIDS

Content-Type = application/atom+xml;charset=utf-8
Authorization = Basic d2YtbWOtNDp3ZWxjb21l

In the above case the Apache proxy server is usphlvm1383 processing HTTP requests. Look at the response
below to see if the cookie is formed correctly
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http:/fusphlvm1383.phl.sap.corpfodata ﬂlgm-'K 1

Content-Type

Authorization

Preview

M

M

=

X

X

sap-usercontext

SAP_SESSIONID_MGW_800

SMP-APPCID

o

Add to collection

Cookies (T)

ame Value

WSAPSS0Z

-SMP-APPCID KOLAIDS
SMP-SESSID 28C95DB5649
SMP-SESSIDSS0

-SUP-APPCID KOLAIDS

KOLAIDS "/

application/atom+xml;charset=utf-8

Basic aTgyNzUONTplYXJ0aDiwMTQ=

£ 200 0K

c2FwLWNsaWWudDO4MDATLw

3

[

4

[x]
°
[x]

2 1848 ms

OSEAB3S3TEE3087917CBBEAGEDN11562

Manage presets

RFpgeXZW Y TRUN1FFCWZCVDFw Y nh2WEVORDINUIRSSGHw SmtBVUZhQUFUOCUZZDsy

362EFF3D420491283172EFCFCBBBD416D864ACEDE305A. SMPServerNodeds

2-—-_} GET v

@& URL params

& Headers (3)

Verify that SMP is configured correctly for Session Stickyness. Note that in the response we have a
SMPServerNode96 is appended to the X-SMP-SESSID cookie.

QWpReE1ETUJBAmhKQURNQU1nQTNBRFVBTKFBMUFDQUFIQUFnQUNBQUIBAUNBQVKIQURBQU1BAURBOKIOQUVIQVZ3QWdBA0FBSUFBZ0FDAUFCQUFZTWIBdOFERUFOQUF3QURQU nOXIBREFBTXdBJOFEWUF

If you are using above log format, then your logs should like something like below in your enchancedlog.log file
located under logs folder:

10.7.
10.7.
10.7.
10.7.
10.7.
10.7.
10.7.

The first request for a user where initial cookies are not set will show: Changed:1 Sticky:-

7.118.95 - - [26/9un/2014:00:15:
7.118.05 - - [26/9un/2014:00:15:
7.118.95 - - [26/90n/2014:00:15:
7.118.95 - - [26/00n/2014 :00:15:
7.118.95 - - [26/9un/2014:00:15:
7.118.95 - - [26/9un/2014:00:15:
7.118.05 - - [26/9un/2014 :00:15:

25 -0400]
30 -0400]
43 -0400]
44 -0400]
45 -0400]
46 -0400]
48 -0400]

"GET fodata.flight/ HTTP/1.1"
"GET /fodata.flight/ HTTR/L.1"
"GET fodata.flight/ HTTR/L.1"
"GET fodata.flight/ HTTR/L.1"
"GET fodata.flight/ HTTR/L.1"
"GET fodata.flight/ HTTR/L.1"
"GET fodata. flight/ HTTR/1.1"

duration:
duration:
duration:
duration:
duration:
duration:
duration:

0/624008
0/280804
0/285204
04280803
0/265204
0/280804
0/234003

balancer:
halancer:
halancer:
balancer:

balancer

balancer:
balancer:

Subsequent requests should show: Changed:- Sticky:X-SMP-SESSID

http://pvs 9097, wdf.
http://pusB007, wif.
http://pusB097. wif.
http://pvsB097, wdf,
thttp://pvsB097, wdf,
http://pvs9097 ., wif.
http://ovs0007, wif,

sap
sap
sap
5ap
5ap
sap
sap.

carp:
carp:
carp:
carp:
corp:
corp:
carp:

8080 changed:
8080 changed:
8080 Changed:
8080 changed:
8080 changed:
3080 changed:
2080 Changed:

1

sticky:-

Sticky:X-SMP-SESSID
Stickiy:X-SMP-SESSID
Sticky:X-sMP-SESSID
sticky:x-sMP-3ESSID
sticky:x-SMP-SESSID
sticky:x-SMP-SESSID

That means that apache read the X-SMP-SESSID cookie and was able to send the request to the correct server.

If you see Changed: 1 Sticky:X-SMP-SESSID that means that session stickyness did not work.

NOTE: For verifying the session stickiness, above strategy is applied to all other Apache communication
scenarios.

Scenario 2: In this section, Apache as reverse proxy and simple load balancing configuration using one-way
HTTPS communication is covered:

1. SMP Platform SSL Preparation

2. SSL preparation for Apache server
3. Install trusted Certificates

4. Configure httpd.config for one-way HTTPS communication

5. Restart Apache Server
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6. Verify communication
7. Testing OData using Apache Server URL (Secured)

Reverse proxy, and SAP Mobile Server each use their own certificate; you can create or sign these certificates
from one root certificate. In one-way SSL scenario, only the client authenticates the server. This means that the

public cert of the Apache server needs to configured in the trust store of the SMP Server.

1. SMP Platform SSL Preparation

keytool is a java utility that manages a keystore of private keys and associated certificates, as well as certificates

from trusted entities. SAP Mobile Platform uses a single keystore file, located at
SMP_HOME\Server\configuration\smp_keystore.jks. This is the file to configure and protect. keytool is in
SMP_HOMEsapjvm_7\bin

IMPORTANT: Make sure you backup your smp_keystore.jks

a) Create certificate request (CSR file)
keytool.exe -certreq -keyalg RSA -alias smp_crt -file pvs9097.csr -keystore
C:\SAP\MobilePlatform3\Server\configuration\smp_keystore.jks -storepass empass12

NOTE: The certificate request must be signed by an authority or self-signed before importing it into the SMP
keystore.

For production environment, the Certificate Signing Request that you generated can be submitted to a CA to
create a certificate signed by the CA.

b) Import root certificate of the CA
keytool -import -keystore C:\SAP\MobilePlatform3\Server\configuration\smp_keystore.jks -
file C:\SAP\MobilePlatform3\sapjvm_7\bin\SAPNetCA.crt -alias TCSRootCert

¢) Import signed certificate
keytool -import -keystore C:\SAP\MobilePlatform3\Server\configuration\smp_keystore.jks -
file C:\SAP\MobilePlatform3\sapjvm_7\bin\pvs9097.crt -alias smp_crt

d) Verify the certificate upload
keytool -list -keystore C:\SAP\MobilePlatform3\Server\configuration\smp_keystore.jks

e) Restart SMP servers after you upload the signed certificates.

Refer following link for more information on keytool:
http://help.sap.com/saphelp smp303svr/helpdata/en/7c/2eddd970061014bad46b1c4748c229b/content.htm

There is no auto synchronization for cluster server's keystore and they need to be maintained manually. Also

import all required certificates to all cluster nodes' keystore and be sure to keep all certificates alias consistent.

Use keytool to check all certificate in the keystore:

keytool -list -keystore C:\SAP\MobilePlatform3\Server\configuration\smp_keystore.jks
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2. SSL Preparation for Apache Server

The OpenSSL is used to generate an RSA Private Key and CSR (Certificate Signing Request). It can also be
used to generate self-signed certificates which can be used for testing purposes or internal usage.

Depending on your operating system, download the OpenSSL software from following link:

https://www.openssl.org/related/binaries.html

a) Generate RSA

openssl genrsa -des3 -out server.key 2048

Enter pass phrase twice to generate server.key: s3pAdmin
b) Create CSR file

1. Set the environment variable: set OPENSSL_CONF=c:\OpenSSL-Win64\bin\openssl.cfg
2. Issue this command:

openssl req -sha256 -out ApacheServer.csr -new -newkey rsa:2048 -nodes -keyout server.key

Country Name:CA

State or Province Name:ONTARIO

Locality Name:TORONTO

Organization Name:SAP

Organizational Unit Name:COE

Common Name:USPHLVM1383.PHL.SAP.CORP

Email Address:

Please enter the following 'extra’ attributes to be sent with your certificate request
A challenge password:

An optional company name:

c) Generate signed Certificate

For production environments, the Certificate Signing Request that you generated can be submitted to a CA to
create a certificate signed by the CA.

d) Remove Passphrase from Key

Apache will ask for the pass-phrase each time the web server is started. Obviously this is not necessarily
convenient so you can remove passphrase from the generated key by following commend:

1. copy server.key server.key.org
2. openssl rsa -in server.key.org -out server.key

Result is new RSA server.key is generated.

e) Copy server.key and ApacheServer.crt to Apache conf directory. The location of this directory will differ
depending on where Apache is installed.
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3. Installing Trusted Certificates

SMP Platform:

Using keytool.exe, upload ApacheServer crt into SMP keystore as the trusted certificate

keytool -import -trustcacerts -alias ApacheServer -file ApacheServer.crt -keystore smp_keystore.jks

Apache Platform

Install CA cert and SMP server certs (pvs9096, pvs9097) onto the Apache server
For example:

Right click on the certificate and add it to trusted Root Certificate as shown below.

[Certificate Import Wizard x

Certificate Store

Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate stare, ar you can specify a lacation for
the certificate,

= automatically select the certificate stare based on the bype of certificate

' Place al certificates in the Following store /
Certificate store:
I Browse. .. |
Select Certificate Store [ x|

Select the certificate store you want to use,

| Persanal -
fi| Trusted Root Certification Autharities
| Enterprise Trust

| Intermediate Certification Autharities
| Active Directory User Object

A Tristed Publishers hd
jor =

I~ Show physical stores

i <|

4. Configuring SSL properties in httpd.conf
In the following example, https://usphlvm1383.phl.sap.corp:443/ is mapped to following SMP Nodes:

1 pvs9096.wdf.sap.corp:8081
1 pvs9097.wdf.sap.corp:8081

Listen 443

<VirtualHost *:443>

SSLEngine On

SSLProxyEngine On

ProxyPreserveHost On

SSLProxyCheckPeerCN off
SSLProxyCheckPeerName off

SSL CertificateFile /Apache24/conf/ApacheServer.crt
SSL CertificateKeyFile /Apache24/conf/server.key
ServerName usphlvm1383.phl.sap.corp

<Proxy balancer://smpcluster>

BalancerMember https://pvs9096.wdf.sap.corp:8081 route=SMPServerNode96
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BalancerMember https://[pvs9097.wdf.sap.corp:8081 route=SMPServerNode97
ProxySet stickysession=X-SMP-SESSID

ProxySet Ibmethod=byrequests

</Proxy>

ProxyPass / balancer://smpcluster/

ProxyPassReverse / balancer://smpcluster/

ErrorLog "C:/Apache24/logs/error.log”
LogFormat "%h %l %u %t \"%r\" %>s %b duration:%T/%D balancer:%{BALANCER_WORKER_NAME}e

Changed:%{BALANCER_ROUTE_CHANGED}e Sticky:%{BALANCER_SESSION_STICKY}e"
TransferLog /Apache24/logs/enhancedlog.log

</VirtualHost>

5. Restart apache and test OData connectivity on RestClient.

6. Verify one-way HTTPS Scenario:

Validate the configuration by opening a browser and testing these URLSs:
2.0 https:// usphlvm1383.phl.sap.corp:443

URL should return a page with this information:

7. Testing POST operation via Apache with HTTPS. Port 443 is the default https port.

URL: https://usphlvm1383.phl.sap.corp:443/odata.flight/

Operation = GET
1. Invoke POSTMAN RESTClient,

@ Postman
&« C' A | [0 chrome-extension;//fdmmgilgnpjigdojojpjoooidkmcomemy/index.htm iy @ 8 =
‘ Hormal @ No environment = x
Collections ﬁ GET A & URL params & Headers (0)
i 2T ; T |
Nathing in your history yet. You can automatically save P Add to collaction E
and access your sent requests here

2. Provide the Apache host name in the URL with https port (443), the URL should look like this
https://<apach-server-host>:443/odata/applications/latest/odata.flight/Connections
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