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JAAS Overview



: Pluggable Authentication - JAAS

Interface defined by Java Authentication and
Authorization Service (JAAS) standard

As of JDK 1.4 integral part of J2SE \
User-centric approach with two components: Ei

B Authentication (-> login modules)

B Authorization

Access control based on user credentials

Java Security

http://java.sun.com/products/jaas
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http://java.sun.com/products/jaas

: Login Modules, Login Context

Login Modules
B Application independent
B Represent the “authentication part” of JAAS

B Implement a specific type of authentication technology
(UserID/Password, certificate, ..)

B Are plugged in under the application

Login Context
W Application specific
W Here the login modules are called
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=Subject, Principal, Credentials

javax.security.auth.Subject
B Represents source of a request
B May be any entity (person, service, ...)
B May have many principals
B May own credentials

Principal
B Associated with a subject (after successful authentication)
B Represents subject’s identity

Credentials
B Not part of core JAAS class library
B Public credentials (e.g. public key)
B Private credentials (e.g. private key)
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: Login Module Configuration

Control Flags*

B Required - The login module is required to succeed. If it succeeds or fails,
authentication still continues to proceed down the login module list

B Requisite - The login module is required to succeed. If it succeeds,
authentication continues down the login module list. If it fails, control
immediately returns to the application (authentication does not proceed down
the login module list).

B Sufficient - The login module is not required to succeed. If it does succeed,
control immediately returns to the application (authentication does not proceed
down the login module list). If it fails, authentication continues down the login
module list

B Optional — The login module is not required to succeed. If it succeeds or fails,
authentication still continues to proceed down the login module list

Options
B Additional configuration parameters for login module
M e.g. debug =true

* Source: http://java.sun.com/products/jaas/index-14.html w
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pass | pass | pass | pass | fail fail fail fail

pass | fail fail fail | pass | fail fail fail
* pass | pass | fall * pass | pass | fall
* pass | fail * * pass | fail *

pass | pass | pass | fail fail fail fail fail
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: Methods in a JAAS Login Module (1)

Initialize()
= The initialize method is called to initialize the login module with the
relevant authentication and state information.

login()

=>The login method is called to authenticate a Subject.
This is phase 1 of authentication.

commit()

= The commit method is called to commit the authentication process.
This is phase 2 of authentication when phase 1 succeeds. It is called
if the LoginContext's overall authentication succeeded (that is, if the

relevant REQUIRED, REQUISITE, SUFFICIENT and OPTIONAL login
modules succeeded).

Source: http://java.sun.com/j2se/l1.4.2/docs/guide/security/jaas/JAASLMDevGuide.html
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: Methods in a JAAS Login Module (2)

abort()

= The abort method is called to abort the authentication process. This is
phase 2 of authentication when phase 1 fails. It is called if the Login
Context's overall authentication failed.

logout()
= The logout method is called to log out a Subject.

Source: http://java.sun.com/j2se/l1.4.2/docs/guide/security/jaas/JAASLMDevGuide.html
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i, ooin Module Authentication Process
4

Phase 1
Phase 2 Phase 2
abort() \ /Iogin()\ 7 commit()
abort() 7 Y login() Y /"commit()
abort() 7 Y login() Y Ycommit()
abort() v \" login() "/ Ycommit()
\ /

ERTI

© SAP AG 2004, SAP TechEd / SCUR352 /0 THE BEST-RUN BUSINESSES RUN SAP w




Authentication on the SAP J2EE engine



tAuthentication Methods on J2EE Engine

Anonymous/guest access

User ID / password
B Form-based
B Basic authentication

X.509 digital certificates
SAP Logon Tickets

External authentication methods
B SAML
B HTTP header variable authentication
W Others through JAAS interface

External authentication providers

B Integrated Windows Authentication (via IIS + SAP IISProxy)
B EAM products
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: Authentication — General

Applications running on the J2EE Engine have two options for
authenticating users:

B Container-based authentication:
¢ The J2EE Engine handles authentication.

¢ Applications running on the J2EE Engine run in anonymous mode and
assume that the J2EE Engine handles authentication.

B UME-based authentication:

¢ Applications running on J2EE Engine authenticate directly against SAP
User Management Engine (UME) using the UME API.

An integration of these two types of authentication is supported.
Calls to the APIs of both the J2EE Engine and UME return the
authenticated user.
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tAuthentication Configuration - General
Authentication configuration is done in the J2EE Engine
configuration in the responsible J2EE Service: “Security Provider”
JAAS Login modules are bundled in “login module stacks”

The login module stack can include one or more login modules with
some options and JAAS control flags attached to each module

The login module stack belongs to a policy configuration

In cases where UME-based authentication is used, references to the
policy configurations are maintained in the authentication scheme
configuration. The default is the configuration “ticket”
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Authentication Configuration — Security Provider

SAP J2EE Engine Administrator - [EP6"Server 0 0_50726" Services' Security Provider] = IEIIﬂ

Connect View Tools Help

o [0 [=]|[9][e]
IR ER)

[ Cluster | Global Configuration |

4M IMS Connector Jzl
4 IMS Provider

[ Runtime | Properties | Additional Info |
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4 M Adapter | EamancTS | 1|/ Authentication |
44 UM Motification % SAP.J2EE-Engine 5 i T |nu = |
£M DI Registry !% basic plate:
e | M@ client_cert
g Java Mail Client |18 digest Login Modules | Flag | Ciptions [
ey Slorane |‘}[= form BasicPasswordLoginiodule |SUFFICIENT i

LM Licensing Adapter
£ | neking Adapter

|”t= ticket
43 | ng Configurator

Jms.default.aut
!ﬁsemcums ault.a

: senvice.naming
g ;E:;er;v ;rm | 4% senvicetelnet %)
B Message Info & keystore-view.TicketKe
M Monitoring & keystore-view.Trusted
£ P4 Provider & keystore-view.secures
4 Pyl & Keystore-view.service_|

& sap.comDOE_Beans n
& sap.com/SOLTrace *Bul
& sap.com/SOLTrace*Cal
& sap.com/SOLTrace*Op
& sap.com/SOLTrace*SCr
& sap.com/SOLTrace*Syi
& sap.comicom.sap.engi
& sap.com/com.sap.engi
& sap.com/com.sap.engi
& sap.com/com.sap.engi
& sap.com/com.sap.engi
& sap.com/com.sap.engi
& sap.comicom.sap.engi
& sap.com/com.sal .er|1 ill
[

Add Remive . | Remove Add Hew

4 Login to localhost B " i ||

4 Remote Object Cor
4 Runtirme Info Provid
T S

4 51D Data Supplier
£ 25| Provider

44 Security Provideg

Session Failowdy
44 Shell Adrministratio
4 Telnet Provider

£ Timeout

£ Transaction

44 UME Provider

4 User Storage

LM \ieh Container
LM \weh Services Conta =
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. Example Login Module Stack - Ticket

pass fail fail fail
* pass | pass fail
* pass fail *

pass | pass | pass fail

| Policy Configurations | User Management | Login Sessions | Protection Domains | Cryptagraphy Providers |

Components }|[ Authentication | Security Roles | Resources |

& & SAP-J2EE-Engine [

"3 hasic /| Authentication template: | no i
"3 client_cert : — : =

2 digost Login Modules | Flag | Options

B form ‘| |com.sap.security.core server jaas.Eval.. SUFFICIENT {ume.configuration.active=true}
om ket :| |BasicPasswordLoginModule REQUISITE i

& service.jms.defauft.authoriz | [com.sap.security.core. server jaas.Cre.. OPTIONAL {ume.configuration.active=true}
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=Available Login Modules (1)

BasicPasswordLoginModule
B User name and password
B Basic or form-based authentication

DigestLoginModule
B More advanced form of the basic authentication type
B Password of the user is in digest form (encoded)

ClientCertificateLoginModule
W X.509 certificate logon

SAMLLoginModule
B Uses an SAML Browser/Artifact Profile

HeaderVariableLoginModule
B User name in HTTP header
W Used for Integrated Windows Authentication and EAM products
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=Available Login Modules (2)

EvaluateTicketLoginModule
W Evaluates SAP Logon Tickets

CreateTicketLoginModule
B Creates SAP Logon Tickets

SecuritySessionLoginModule
B Uses tickets generated by security service on the engine
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=Available Service Login Modules

EvaluateAssertionTicketLoginModule
B Verifies SAP Authentication Assertion tickets

CSlLoginModule
B Login performed using the IIOP service

CallerimpersonationMappingLoginModule
B Caller Impersonation Authentication (JCA)

ConfiguredldentityMappingLoginModule
B Configured Identity Mapping Authentication (JCA)

CredentialsMappingLoginModule
B Credentials Mapping Authentication (JCA)

PrincipalMappingLoginModule
B Principal Mapping Authentication (JCA)
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tAuthentication Schemes (UME) - Overview

Define the authentication process
W Credentials to be supplied
B User interaction required (i.e. logon screens) — EP 6.0 only
H Priority of the authentication scheme (how strong it is)

Allows enforcement of different authentication mechanisms for
different content (e.g. iViews)

Re-authentication required if the content requires a “stronger”
authentication scheme

For EP the authentication scheme of an iView can be defined in the
property editor of the Portal Content Studio

B Property AuthScheme
B Default value “default”

Authentication scheme is written into the SAP Logon Ticket
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Example Authentication Scheme Configuration

<?xml version="1.0" encoding="UTF-8"?>

documents new set_tinq_!:
cauthschemess authentication-template
<authscheme name=""uidpwdlogon’> 1 ‘\\
<I— multiple login mod4les can be defined -->
<authentication-template> )
<loginModuleName> Definition Definition
ticket > of an authenti- of one
</loginModuleName> cation template > authenti-
</authentication-template> . cation
<priority>20</priority> scheme
<frontendtype>2</frontendtype>
<frontendtarget>com.sap.portal .runtime. logon.standard</frontendtarget>

</authscheme>

</authschemes>
<authscheme-refs>
<authscheme-ref name="default'> Definition of one

<authscheme>uidpwdlogon</authscheme> authentication
</authscheme-ref>

scheme reference
</authscheme-refs>..
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tAuthentication Scheme References (UME+EP)

Mapping of logical authentication schemes to authentication
schemes defined in section <authschemes>

Reference names can be used in iView definitions (property
"Authentication Scheme")

Authentication requirements can be changed without changing the
IView property by only pointing the reference to a different
authentication scheme

Authscheme references authscheme

default / uidpwdlogon
basicauthentication

UserAdminScheme

guest
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: Logoff (EP)

It is possible to configure a URL that will be called during the log off

Process.
m “ume.logoff.redirect.url” specifies a URL to which users will be
redirected after log off

B “ume.logoff.redirect.silent” specifies if the URL is called silently in a
hidden iFrame (true) or not (false)

It is possible to send the parameter “logout_submit” containing any
value to the EP to log a user off. This will NOT work if the request
Includes information which is used for logging users on (e.g. client
certificate, basic authentication, NTLM, ...)
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Developing an authentication module

SAPd



: JAAS Login Modules for WebAS Java 6.40

Extend the abstract class
com.sap.engine. interfaces.security.auth.AbstractLoginModule
(-> ...\]2ee\cluster\serverX\bin\interfaces\security\security_api.jar)

Implement the following methods:
W initialize()

login()

commit()

abort()

u
u
u
B [ogout()

Import com.sap.engine.interfaces.security.auth.AbstractLoginModule

public class MyCustomLoginModule extends AbstractLoginModule {
public void initialize(.){.}
public boolean login() throws LoginException {.}
public boolean commit() throws LoginException {.}
public boolean abort() throws LoginException {.}
public boolean logout() throws LoginException {.}
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: Supported Callbacks

Standard Callbacks

B javax.security.auth.callback.NameCallback()
¢ Reads parameter j_user from HTTP servlet request

W javax.security.auth.callback.PasswordCallback()
¢ Reads parameter j_password from HTTP servlet request

SAP Proprietary Callbacks (see NW '04 documentation)

B com.sap.engine.lib.security.http.HttpGetterCallback()
& Makes HTTP servlet request available to the JAAS login module
¢ ...\j2ee\cluster\serverX\bin\system\util.jar

B com.sap.engine.lib.security.http.HttpSetterCallback()

& Makes HTTP servlet response available to the JAAS login module
¢ ...\j2ee\cluster\serverX\bin\system\util.jar
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: Necessary Actions in the login() Method

After the user name is known refresh user information before authentication
Is performed

B refreshUserInfo(<user name>);
B Method throws a java.lang.SecurityException if user does not exist

B Necessary in order to always get the latest user information since user
information in the cache might be out of date. One reason for an outdated cache
could be that user information has been changed directly in the user repository
and not via UME.

Only one login module must put the user name (representing the
authenticated user) into the shared state:

iIT (sharedState.get(AbstractLoginModule_ NAME) == null) {
sharedState.put(AbstractLoginModule .NAME, userld);
__hameSet = true;

}

If the shared state already holds a user name, you can check if the user in
the shared state corresponds to the user you authenticated in your login

module

THE BEST-RUN BUSINESSES RUN SAP W:
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: Method login() - NameCallback/PasswordCallback

public boolean login() throws LoginException {
NameCal lback nameCallback = new NameCallback('user name: ");
PasswordCal lback pwdCallback = new PasswordCallback("'password: ', false);
try {
cal lbackHandler_handle(new Callback[] {nameCallback, pwdCallback});
} catch (Java.io.l0Exception ioe) {
throwUserLoginException(ioe, LoginExceptionDetails. 10 _EXCEPTION);
} catch (UnsupportedCal lbackException uce) {
_shoudBelgnored=true;
return false;
}
String _userld = nameCallback.getName();
char[] password = pwdCallback.getPassword();
pwdCal lback.clearPassword();
try {
refreshUserInfo(_userld);
} catch (SecurityException e) {
throwUserLoginException(e)
}
//check authentication ..
iIT succeeded return true

else throwNewLoginException(“Wrong Userld/Password™,
LoginExceptionDetails.WRONG_USERNAME_PASSWORD COMBINATION) ;

}
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: Method login() — httpGetterCallback()

public boolean login() throws LoginException {
ifT (callbackHandler == null)
throw new LoginException("Error: no CallbackHandler available ™ +
"to garner authentication information from the user');
HttpGetterCal lback httpGetterCallback = new HttpGetterCallback();
httpGetterCal lback.setType(HttpGetterCal lback.HEADER);
httpGetterCal lback.setName (HEADER_NAME) ;
succeeded = false;
try {
_callbackHandler_handle(new Callback[] {httpGetterCallback});
} catch (UnsupportedCallbackException e) {
_shouldBelgnored = true;
return false;
} catch (10Exception e) {
throwUserLoginException(e, LoginExceptionDetails.l10_EXCEPTION);
by
_userld = (String) httpGetterCallback.getValue();
// Refresh user information using refreshUserInfo(_userld) ..
//check authentication

iT (succeeded) return true;

else throwNewLoginException(“Wrong Userld/Password,
LoginExceptionDetails.WRONG_USERNAME_PASSWORD_COMBINATION)

}
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: Method commit()

Add a Principal (and potentially credentials) to the subject

Method Principal.getName() must return the user's user ID

public boolean commit() throws LoginException {
iIT (! _shouldBelgnored) {
iT (_succeeded) {

com.sap.engine.lib.security.Principal principal =
new com.sap.engine.lib.security.PrincipalPrincipal( _userld);

_subject_getPrincipals().add(principal);
// add credentials private/public to subject
ifT (_userldSet) {
_sharedState.put(AbstractLoginModule_PRINCIPAL, principal);

+
} else {
_userld = null;
be
return true;
} else {
_shouldBelgnored = false;
return false;
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: Method abort()

Clean out authentication and state information if phase 1 of
authentication fails

public boolean abort() throws LoginException {
ifT (!_shouldBelgnored) {
iIfT (_succeeded) {
// clean out state
_user = null;
_succeeded = false;

}

return true;

} else {

_shouldBelgnored = false;
return false
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: Method logout()

Log out a subject

Clean out authentication and state information

public boolean logout() throws LoginException {
if (! _shouldBelgnored) {
iIfT (_succeeded) {
// clean out state
subject.getPrincipals(Principal.class).clear();
_succeeded = false

}

return true;

} else {

shouldBelgnored = false;
return false;
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: Logging/Tracing Inside the Login Module

For logging and tracing you use the standard
logging/tracing functionality of the WebAS Java.

(-> ...\J2ee\cluster\serverX\bin\system\logging.jar)

static Location LOCATION = Location.getLocation(''com.demo.MyLoginModule'™);

LOCATION.debugT (..)
LOCATION.warningT (..)

References (you need an SDN account):

H hitps://www.sdn.sap.com/sdn/developerareas/ep.sdn?page=javadoc.ht
m

H https://www.sdn.sap.com/irj/serviet/prt/portal/prtroot/com.sapportals.km
.docs/documents/al-8-4/Tutorial%?20-
%20L00gging%20and%20Tracing%20Mechanism%20in%20SAP.pdf
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https://www.sdn.sap.com/sdn/developerareas/ep.sdn?page=javadoc.htm
https://www.sdn.sap.com/sdn/developerareas/ep.sdn?page=javadoc.htm
https://www.sdn.sap.com/irj/servlet/prt/portal/prtroot/com.sapportals.km.docs/documents/a1-8-4/Tutorial - Logging and Tracing Mechanism in SAP.pdf
https://www.sdn.sap.com/irj/servlet/prt/portal/prtroot/com.sapportals.km.docs/documents/a1-8-4/Tutorial - Logging and Tracing Mechanism in SAP.pdf
https://www.sdn.sap.com/irj/servlet/prt/portal/prtroot/com.sapportals.km.docs/documents/a1-8-4/Tutorial - Logging and Tracing Mechanism in SAP.pdf

: Custom Logon Frontend (for EP)

Modification of existing logon Ul
B Modification of the logon Ul is documented (-> Security Guide)

Own implementation
B Implement e.g. AbstractPortalComponent

B If using NameCallback and PasswordCallback, the following parameters
are necessary in the logon form
¢ _user
¢j password
M In order to specify a specific authentication scheme you need following
parameter:
¢ | _authscheme=<name of your authentication scheme>
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: Steps to Create a New J2EE Library

1. Create a new Java project

Implement your login module

Create a jar file that includes your login module(s)
Create a new J2EE Engine library project

Configure provider.xml (versions, references)

o a0 A~ W DN

Add logging information to your library
7. Build SDA File

8. Deploy SDA File to your server
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Create New Java Project

[ 12EE Development - SAP NetWeaver Developer Studio

File Edit Mavigate Search Project Run  wWindow

Zlase
Clase ol (0 e

Save CErlH-S

B New Project x| % New Java Project =l

Select & @ Java Project —

()
Select a wizard ﬁ Create a new Java projeck, '

- Developmant Component X Java Froject . -
Project naffgy | J2EE_LoginModules
- Dickionary ! q —-00 )

.. 12EE Projeck conbents
¥ Use default

Direckory: IE:'l,My DaocumentsiDevelopment MW _Development) JZEE_Laginia Browse, . |

- Plug-in Development
- Porkal Application

- Simple

[+ Together

- Weh Dynpro

- Weh Services

Cancel

4( 2 ; Mext :]_\ I Finish Cancel < Back
\N‘
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: Implementation

Following libraries need to be included in your classpath settings:
W .. \|2ee\cluster\serverX\bin\system\util.jar
W ...\|2ee\cluster\serverX\bin\interfaces\security\security api.jar
B All other libraries you use

Classpath settings:
B Go to the properties of your Java project
B Go to “Java Build Path”
B Add the libraries as external jars

Implement your login module

Compile the project
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: Create New Jar File

B [d] PCheckLogintodule. java | |
C]

Select on Diagram ¥ Export generated class files and resources

@ Templateloginfo
i]{\, JRE Swstem Library [ hew

ﬁ}h selCLllrity_api.jar - B Open
ﬁ}h util. jar - E:usrisaplEFR open with o
ﬁ}h logging. jar - E:fusrise

[ Export java source files and resources

Select the export destination:

= " ) Open Type Hierarchy
LogintModules. jar
of’ ad JAR File: I E:\My DocumentsiDevelopmentiwy_Development) J2EE_LoginModulestLoni j Browse, ., |
Copy Options:
E Faste v Compress the contents of the JAR file
% Delete [~ Owenwrite existing Files without warning
Source L4
Refackor >

< Back | ( 3 Finis ancel

eck
Package resources into a JAR file on the local file system m

Seleck an export destination:

@Deployable features

?f;- Deplovable plug-ins and fragments
BETZFIR

.mFiIe system

32 file

3 Javadac

ﬁ MDE: Export project inka a MI archive
EEpAR Fils

,% Team Project Set

@UML Docurmentation

ZEum1File

B zip file

| Cancel |
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Create a New J2EE Library Project

}"'_‘JZEE Development - SAP NetWeaver Developer Studio

File Edit Mavigate Search Project Run  wWindow

Zlase
Clase ol (0 e

Save CErlH-S

& New Project x| .'::':.‘:JZEE Library Project

Select Fars J2EE Library Project

Lt
Create an JZEE Library Project ﬁ Create a new JZEE Library Project

- Development Component

< Project name: I Dero_LoginModules| )

- Dictionar
e > Project conkents:
<.:J2EE Server Cormponent |7 Lee default
- MOk Development Tools Direchary: |E:'|,My Diocuments|Development| iy _DeveloprentiDemo_Logintoduls  Browse.,, |

- Plug-in Development
- Portal Application

- Simple

[#]- Together

- teb Dynpro

- Weh Services

& 2 Mext = Firish Cancel 5 Cancel
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: Configure Provider.xml

@ *provider,xml

|9F ko @7 | B

General configure names, version numbers, ... here

Pravider Name [ demo.com |

Companent fame | Dema_LoginModules

Display Mame | Dema_LoginModules

Wersion (major | minor | micra) |5 i |3|;. ! ||:|

Description =]

JZ2EE Explarer | J2EE D Explc

[

< General }rs |ReFerences | Source
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tAdd Jar File Containing Your Login Module(s)

x|

Jars

@select your jar file h x|

Select jars ko reference. Jars must be lacated in the warkspace

El---]‘;- JZEE_LoginModules

------ LoginMaodules. jar

e
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tAdd Library References

x

References

T
5% Please choose

Creakte new

lect libraryjinterface/service

[ 32EE libraries/interfaces /ser¥ice x|

Flease select

-7 cert -]
-] iddi

-] jms

-] jmx

-] jnet

J ; . _
select libraries you use:
e security_api

» com.sap.tc.Logging

-] sapxmitoalkt
B[ security. class

: security_api
-] serviet
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D servlet_jsp
B+ tefTechSre/<ML_DaS_Connector
-1 ket LI

5 (o] Cancel |




||§| sda-ddvmil
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Create a Log Configuration for Your Project

_';_r:,":_;:JEEE Development - sda-dd.xml - SAP NetWeaver Developer Studio

File Edit Mawvigate Search Projeck Run Window  Help

|S-HRae|ed|s |- K-%-|| 7]lwa-9-
ﬁ "o JZEE E:'::F'. %{}3 A @) ?}iﬂ w ¥ || .2 *provider.xml ¥ sda-dd.xml X

P T

E‘@ E:IEgn'":l_.Ll:lgir —
-3 server)
2| sda-dd. Delete i
ibrary

&

ﬁp % EBuild Library &rchive

it' E{}{}ﬁ IUpdate Classpath
Properties
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tAdd and Configure a Log Destination

2 *provider. xml | ?ﬂsda-dd.xml

Log Destination

2 Add Refpoyve

. . e
i *pravider,xml | ~~'[

Log Destination 3
Se

t the properties for your log destination

[=l{z= Log Destinations
e DefaultDestination

LogF, g Destination | Bog Controller | Source

y
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Add | Remwel

—DefaultDestination

Destination namel DefaultDestination

Type IFiIeLu:ug ﬂ
Pattern I Jlogflibraties/Demo|_LoginModules/default, tre

Encoding I

SE".I'EI’it':." IDEBUG j
Limit | 1000000

Count I 5

—Formatter

% wWithout: Formatter
" Formatker Reference

. Anonymaous Formatker

Log Farmatker lLug Destination JLDg Controller |50urce by
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tAdd and Configure Log Controller

L2 *pravider el | ¥ sda-dd,xml

Log Controller

L2 *provider,xml | |

Log Controller

Set the properties for your log controller

[=-{z= Log Cantrallers — com, demo
--g} corm, dema Controller name Icnm.demo
Bundle name

Effective severity [k

MMinimurn severity I j
Mawinnumm severit';.r'l j

Relative Severity
Relative Severity Name

Log Controller

Log Formatker | Log

QUFCe
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Relative Severity Yalue

| =l
s

Add Remove |

Log Formakker |L0g Destination lLag Controller |Source
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File Edit Mawvigate Search Project Run  Window Help

[S-BE & ||| o [[35- % -%-

[ E—

Cali

®ag v x

d
ml

Delete
Build Lil:ﬁnr";.-' Archive

E{ﬁ Update Classpath

Froperties

B Library Archive Generation x|

@ Library Archive generation has been finished successFully,

JZEE Explorer | JZEE DiC Explorer |Packﬂge Explorer | Mavigator
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Deployment and Configuration

SAPd



Demo =

https://media.sdn.sap.com/public/eclasses/teched04/SCUR352 files
/Default.ntm#nopreload=1
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: Deployment from SAP NetWeaver Developer Studio

If you maintained the settings for your SAP WebAS Java correctly
you will be able to deploy the SDA directly to your development

system
B Right-click on your SDA
. ; GO H @EE v x
B Select “Deploy to J2EE engine” E---___mﬂ-mgin”ﬂdu'es
- [ ser,  OPEM XM
B You might need to enter your D:.ete |

-

SDM password

5fLogon to SDM x|

@ Flease insert the S0M passwaord
Password I***

JZEE Explarer | J2EE DiC Explorer |Package Excplorer |Mavigator

THE BEST-RUN BUSINESSES RUN SAP WZ
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: Deploy SDA File to Your Server With SDM

Start SDM Remote GUI
B UNIX: usr/sap/<SID>/<instance>/SDM/program/RemoteGui.sh
B Windows: usr\sap\<SID>\<instance>\SDM\program\RemoteGui.bat

Enter your SDM password (default: sdm)

Select your SDA file for deployment and deploy it

4 SAP - Software Deployment Manager GUL R
Deployment  Help

D@/ (%) Al B SAP4

SDM Repository | Deplayment | Undeployment | Log Viewer

Step 1 of 4. Choose SCAsS/SDAS to Be Deploved
ol Ea I S T
Yendar / Mame | Lacation 7 Count | Softwaretype |#Dependencies| Archivenarne
(] SCAsBSDAS far Deployment
@ sap.com fJZEE_LoginMadules localhosts 2004.06.04 .17 56.33 library 0 Demo_LoginkMaodules.sda
Deployment Configuration r 1k 4
| W Back || Next 52 | |Q Cancel| |He|p |
L)
|
| | Connected to N?F»DLEEID!"WEQIEFEP A'lﬂu

111, SAP w:
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tAdd New Login Modules to J2EE Engine (1)

Start Visual Administrator and connect to your server
Open configuration of the “Security Provider” service

Switch to tab “User Management” and click on “Manage Security
Stores”

Change Password Filter

; | Create User |

Hame: | Create Group |

Display: | ~ |
[J Locked Users —

| Ungroup |

| Search | | Reset | | Group |

| |

| |

Refresh

| search [Tree | G ! Manage Security Stores :'
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tAdd New Login Modules to J2EE Engine (2)

Add Login Module to a specific user store
B UME User Store is sufficient in most cases

[ Runtime | Properties | Additional Info_ |

| Policy Configurations | User Management | Login Sessions | Protection Domains | Cryptography Providers
- User Stores — | | Description |

Hew User Store

Emergency User Store IJser Stare that uses LIME.
DDl
DBEMS User Store - Configuration
UME User Store

AnonymoLUs-user Guest

| Change Config Properties |

| Browse Security Store |

~ Login Modules

BasicPasswordLoginModule
CSILoginModule
CallerimpersonationMappingLoginModule
ClientCertLoginModule
ConfiguredidentityMappingLoginModule
CreateTicketLoginModule
CredentialsMappingLoginModule
DigestLoginModule
EvaluateAssertionTicketLoginModule
EvaluateTicketLoginModule
HeaderWYariableL oginModule
IPCheckLoginModule

PrincipalMappingLoginModule ¢ - Add Locia Module .
SAMLLoginModule g

SecuritySessionLoginModule |

Remove Login Module |

| View | Change Properties |
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Add New Login Modules to J2EE Engine (3)

/" Choose editor for login module options

Set the properties for your login module

[_] Use a specific editor for the login module options. /% Add Login Module x
Editor class name: Class Name: ||:Dm.sap.nwrlg.securmf.auth.lPCheckLngmMudule |
Display Name: |IF'CHeckLc|ginru10duIe |
Description: | |
Cancel
Options editor: | |
Options
Marme | Value
debug true
Allowedips
Surtable Authentication Mechanisms |
Add
Authentication Mechanisms
BASIC Remove
FORM
CLIEMT_CERT
DIGEST ~Mon-Suitable Authentication Mechanisr
Add
Remove
3 OK Cancel
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Add Login Module to a Login Module Stack

Go to tab “Policy Configurations”

Optionally add a new “Component”

Add new Login Module to a selected login module stack

ies | Additional Info_ |

olicy Configurations

User Management r Login Sessi

1

o5 SAP_J2EE-Engine
12 basic
™2 client_cert

~ ¥
6 _assertiun_t
~# service. jms.default.a

aﬁ. service.naming
service.telnet
& Keystore-view.TicketkKe
& Keystore-view.Trusted
& Keystore-view.secures|
& Keystore-view.service |
& myStack
& sap.comDOE_Beans*n
& sap.com/SQLTrace Bul
& sap.com/SOLTrace*Cat
& sap.com/S0LTrace*Op
& sap.com/SOLTrace*S0)
& sap.com/S0OLTrace*Sy
& sap.comicom.sap.engi
& sap.com/com.sap.engi
& sap.comicom.sap.engi
& sap.comicom.sap.engi
& sap.comicom.sap.engii__|
@ sap.comicom.sap.engil ™|

[ Authentication | Securi

:| Authentication template:

Login Modules
com.sap. marig.security.au
COm.sap.security.core.sen
com.sap. security.core. sen
BasicPasswordLoginkodh
COm.Eap. secUrity.core gem

i pvailable Login Modules

Available Login Modules

CallerimpersonationiappingLogmiodule
ClientCertLoginModule
ConfiguredidentibviMappinglL oginMaodule
CreateTicketLoginModule
CredentialsMappingLoginModule
DigestLoginModule
EvaluateAssertionTicketLoginModule
EvaluateTicketLoginModule
HeadervariahleLoginModule
IPCheckLoginMaodule
PrincipalMappingLoginModule

[ b

SAMLLoginModule
5 ) Oﬂ:} Cancel

(@)=
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: New Login Module — Configuration

r Authentication |/ Security Roles r Resources

Authentication template: |[no

Login Modules | Flag | Qptions |
corm.sap.mwrig.security auth IPC... REQUISITE fdebug=true, Alowedlps=10.18....
com.sap.security.core. semver jaa... |SUFFICIENT fume.canfiguration.active=true}
com.sap.security.core. semver jaa... |SUFFICIENT fdomain=, Header=REMOTE_LI...
BaszicPasswardLoginModule REGIUISITE i1
com.sap.security.core server jaa... |QPTIOMAL furme 3 /*' bl
<1\ Set the properties for your login module
: e position in the stack
'I/Select a login module P
* Flag
Name: | ° Options
Position: 1 @
Flag: |REQUISITE ~
Options
MHame | Yalue
dehbug true
Allowedlps 1018.107.26
2 Modi Remove Add New ( 4 i 0 Cancel
\M
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: Classloader Reference to Login Module

Go to the properties View of the Security Provider service

Enter “library:<YourLibraryName>" as value for property
“LoginModuleClassLoaders” (multiple entries: comma separated)

/y¥isual Administrator - [EPB'Server 0 0_507264Services',Security Provider]

Connect View Tools Help

=13l x|

(o] u|[=]||%l|e|

ERNREAL]

e | Properties | j

Key

| Walue

Cluster |

’;k" Session Failove
. P P

!;h Key Starage Al CaseSensitive /'ﬁr

!;Kh Licensing Adapte A ILoginkoduleClassLoaders k J'ID."&.'}’.’J?EE_LCIQI!JMDG'UIE'S)
’a—k" Locking Adapter haxFileLenath = = —
’a—k" Log Configurato haxllsersCaunt 100000

’a—k" Logviewar ServiceStantupLockattemptsinterval 1000

’a—k" hiernony Info ServiceStantuplockTimeLlimit 1800000

ﬁl hiessage Info SessionExpirationPeriod 100000000

Q hionitaring SynchPermissionsWithDatabase true

4 P4 Provider Unicodelog false

Q Performance Tra verifyLoginModulesOnDeploy true

4 pidl ZipDirectary logBackup

£ nribridge connector.management.user root

44 Rermate Object O crypt.admin Administrator

:;'km Runtime Info Pro forceCreateAlllserEntries false

ﬁ SAML palicyxml e

£ Spryre Storage SESSIONS_size 200

@u userstore xml At
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: summary

You are now able to

B Describe JAAS and the main ideas behind it

B Understand and configure the authentication mechanism of
SAP WebAS 6.40 JAVA

B Develop a JAAS login module for SAP WebAS 6.40 Java

B Deploy and configure a JAAS login module on SAP WebAS 6.40 Java
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: Further Information

IEX Fublic web:

WWW.Sap.com
SAP Developer Network: www.sdn.sap.com = SAP NetWeaver =» Security

Related SAP Education Training Opportunities
http://www.sap.com/education/

Related Workshops/Lectures at SAP TechEd 2004
SCUR251, Single Sign-On in Heterogeneous Landscapes
SCUR351, User Management and Authorizations: The Details
SCUR201, SAP Infrastructure Security
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SAP Developer Network

Look for SAP TechEd '04 presentations and videos on
the SAP Developer Network.

Coming in December.

http://www.sdn.sap.com/

" 1 FPOWEIERTD DY
W SAP DEVELOPER NETWORK About | Contact Us | Submit Content | Profile Management | Log OFff P MotWesrer-

; REGISTER THREE .
Inside SDN . A cer one Frerr ﬂ ‘

- | EP6.0 Optimization SAP Developer Network Exclusive FXY TECHED womLo roun
@ Workshop Series!
: " | 09Sep 2004 09 Sep 2004 What's New
Study the materials in this five- il = . 4

Deweloper Areas wnit workshop to master:
* EP 6.0 monitoring setup and infrastructure
configuration; Solution Manager, CCMS

» System Landscape startup and shutdown,

“‘SAP NetWeaver™
. in the E

REAL WORLD -

= Enterprise Services &rchitecture (ESA) Today

t Platform

e Monitoring, logging, and tracing the EP 6.0 PART 1:
5P2; Support Desk. OVERVIEW NW KEnow-How DVD
e Bottleneck analysis on an Enterprise Portal * Most comprehensive -
6.0 system. knowledge-source available NetWeaver
& EP 6.0 performance optimization, . L on SAP MetWeaver, Know-How
New eBook: Composite Application oA D‘“’:_
Eramework 1.0 technical elearning e
09 Sep 2004 : | GETiT How! |
Knowledge Management & 3 kit | 1 o sessions.
Collaboration Developers’ Guide This new SDN exclusive eBook presents t
i Composite Application Framework (CAF) 1.0, the B i
09 Sep 2004 new environment for modeling metadata and tools, Upcoming Webinars
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: References

JAAS Documentation
B http://java.sun.com/j2se/l1.4.2/docs/quide/security/jaas/JAASRefGuide.htmI#LoginModule

JAAS LoginModule Developer Guide
B http://java.sun.com/j2se/l1.4.2/docs/quide/security/jaas/JAASLMDevGuide.html

SAP NetWeaver '04 Documentation
B http://help.sap.com (SAP NetWeaver — Release '04)

SAP NetWeaver '04 Custom Login Module Tutorial

B http://service.sap.com/security

SAP Logging and Tracing Tutorial

B https://www.sdn.sap.com/irj/serviet/prt/portal/prtroot/com.sapportals.km.docs/documents/
al-8-4/Tutorial%20-%20Logqing%20and%20Tracing%20Mechanism%20in%20SAP.pdf

SAP Logging and Tracing JavaDocs

B https://www.sdn.sap.com/sdn/developerareas/ep.sdn?page=javadoc.htm
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http://java.sun.com/j2se/1.4.2/docs/guide/security/jaas/JAASRefGuide.html#LoginModule
http://java.sun.com/j2se/1.4.2/docs/guide/security/jaas/JAASLMDevGuide.html
http://help.sap.com/
http://service.sap.com/security
https://www.sdn.sap.com/irj/servlet/prt/portal/prtroot/com.sapportals.km.docs/documents/a1-8-4/Tutorial - Logging and Tracing Mechanism in SAP.pdf
https://www.sdn.sap.com/irj/servlet/prt/portal/prtroot/com.sapportals.km.docs/documents/a1-8-4/Tutorial - Logging and Tracing Mechanism in SAP.pdf
https://www.sdn.sap.com/sdn/developerareas/ep.sdn?page=javadoc.htm
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